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Sicherheit ist ein Prozess



Alle



– Marc Coleman



Was passiert, wenn wir in die 
Fortbildung unserer 
MitarbeiterInnen investieren und sie 
verlassen die Firma?

– Marc Coleman



Was passiert wenn wir das nicht tun 
und sie bleiben?

– Marc Coleman



Alle



Gute Sicherheit ist benutzbar



Sicher
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Was bedeutet „sicher“?



Bedrohungslage?



Fehler in Software



Konkurrenz



Wirtschaftsspionage



Vorratsdatenspeicherung
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 Klartext 



 Unverschlüsselt 



Status Quo



Testen



Webserver



http://



https://



Webserver testen
https://ssllabs.com/ssltest
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Email
https://starttls.info/
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https://starttls.info/stats
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Chat
https://xmpp.net/
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Handlungsbedar  F



Technisches



Verschlüsselung
als Standard



FTP



FTP
Unsicher seit 1971



Transportverschlüsselung

 TLS 1.2 
 TLS 1.1 
 TLS 1.0 
 SSLv3 
 SSLv2 



VPN

L2TP
IPSec

OpenVPN
PPTP



Festplatten Verschlüsselung



Passwörter



ZeichenvorratLänge



Firewalls



Router



WiFi Access Points



Switches



IDS



Dokumentation



Emails



Postkarten



Verschlüsseln



GPG
S/MIME



Sicherheit:     Signiert
                            



Sicherheit:     Signiert
                            Verschlüsselt



security@beispiel.at
mit GPG Key

mailto:security@beispiel.at
mailto:security@beispiel.at






Testseiten

https://ssllabs.com	
	
 	
 Web
https://starttls.info	
	
 	
 Mail
https://xmpp.net	
	
 	
 	
 Chat
https://j.mp/1hPTrIW	
 XSS

Weitere Information
https://cryptoparty.at
https://bettercrypto.org	
 	
 	

https://maclemon.at

https://ssllabs.com
https://ssllabs.com
https://starttls.info
https://starttls.info
https://xmpp.net
https://xmpp.net
https://j.mp/1hPTrIW
https://j.mp/1hPTrIW
https://xmpp.net
https://xmpp.net
https://xmpp.net
https://xmpp.net
https://maclemon.at
https://maclemon.at


Danke







 Hashverfahren

 bcrypt  
 SHA256 
 MD5 
 SHA1 



0xqrQkzuAE1evkh

0ShwYT4tHMn33Sw02hJXcmN

HIAcfYztmQKc07oGgppGb

VJ3fssqEBnssZcXplwICG

yLcp79Y6VslbLD7snvxaXsUglUZBLhm

qakmpHbtUHRQN81NRayvxlS5

9

1GXZFaE7EdMoQUnxYuUVVwSVYGX

2pxrSFY7wEHsTmc8po

3tmoZZJ7gc90Tj8v253JBr9cM7

5V

6Fy0J3nFft5Av

7GwTmtPyDTryq0czOCOZhjaZmBSvEYd4a6Q5LNo210

DG57IMedrmY1LVddYcV

EO5LidaQLJOIPP

RZBLsJOOxWUL6WcjzqPEM9P7CqbeGz

T3yYOMEUwsBFkW4xpqHcvmOGIO0rT

bijSQnx6YMUpIsp7lqaXtkHqHsASPJ

e0cSLXUUqgpO9Qcx5qx

goWX0WNrl5h7fK6cvxkOe6eIW jbixtM

l5LaUa3zk7

nshxg3Zkib

r

zFkTP8J

1qV

rFI6SKhLzDjlSlAJe3cFXnYK5J

zDQ4EksF

1ulqqNISL6p23BE

pVbryIUTsV6

2U1DShLm6y5bC9IBTowhkHS2v3pdB

06nNX3bhs

0mhiuUI

1t7ZMflBApl2rwVaun8cDfymZy

2jg6lURv8wP64BtRIJdd

30jlXn9bMhB7sLseR9v7dUxI4TZhji7H

3bRhufwJs1Xp2KxY

3vSPKOqvz7YCNbRqY

4sT8JRSDGQ1dxCPk4GzDZbBh3WfJRw89

6U6

6Xv22BDKVcb1werW4Y3Yq4nc

6yaGg2GSSSfS1rYho

7AbIpSxrv0dB2K

7DlkOUn9hJGIVXJyogHuqFZvt3

7Ejz3B04accGM2DGR4c74Fl

8bCU793

991kiiAjNg

9Ff8fgg

AK4IgvNEJ2DAXmJYfol9Z5iJ

AlRw6oJ1K

BDv0lau0N9G9HWLvacTzRw2bNgv8aNt

Ck2oYfczaV8ak1uFK27wXvfeoIKY7

DAQUB10U4KkujL5tLJ2c7hbAZAx4tw

DC8VWminYPeeDT

DQzoLVDmxoCNJbKPCPIKhetStinBGO

DSZkn

DZ

EquH8ySPaeJNdiQtHm4h26elWHPrY

GxF0W

HogmUHE0kjh58XEuQDnGak8jY

I

IJ

IYuTrK9OvanI6N

IeVvtbYKrR

KC6SY7AI936h1LtWrzKq4i7jloY

KtPPyBUK8

KwcIDNl3MFAeDnaSoEDTFEPcEScMD

L9g4Tysh5C3CuREadnLAL70m

LQ7drZWC2X1v6Y

LWSsEmymDKLQn

LXiMkXT61YhlKrWSePTz

N4y

NdgkSeDeMuTuM6V

QUuuHJ12

QjOOTx5bhuGH4bUt7TPyIGGHRAM

R4G10AQlx

R93aLCCCMcs82mw

V98LQJhuhMOoA

WM4VAifpZDG4Gw0XGW2

WU6oeEakw

X0Z088HRkR7G0LyHwPJlY4Kf

X8bnMvHuXU0us46jEA37CpQ6t

Xs

Y2lpinMdCkQ4i9x0g0iONp

YlDusYmrR4xkAg10UNgEU

ZcQs0dhwOeb2Ycdv5Jqm8Evjwteo

ZjwF1wsHaownfnoL8zLV

Zn

aUvCxr6CT1RlWrNK

aZxdVD85CaNjGLrn8EfDt3byQHv8zja

b6OnURbyb

boPkIb2Ou3SyT7pPvtfDoDXiYFEKYfsL

cHjn0NfRDlnvxapOM6c7L8ap0DWEh0

e13cjDB2uJRggD

eTCIMquedlP

eWTO0Lmq9mFWEeu5MDXQGVz

f8e6b7Y6QHxJCQiRcSnA

fOHttPHTGll79aipi6z

hGyA7hUxa1Mo9fdTYzzq7VnYPk1

i48jGhSuiuR

mGhtCzPdzFWUBAXCnn7p1n29fbRnh81S

mWFBXUr2076POVIfo2SDGy

mZjC1N

neKJlvxs

o9Ig1LbvpHSKjtW0fNfQ8kgEGl

pGlWCuxUdKTiUkGjqy31VShets2xC7

qnTb8thx

rKzTDsr0eCvss

rZVTX

sNOCpooMVk

u80skUd

uo5clYIKmG4khbEOGeyaotVaDm6eg

vRyYj

w0fV2s4mphKrNwv

wZ25LlXVnuwNZ

y1MscDpv7KlOhm

yN4lTv1KXC2dHeU5pLE2Gf6hb

zOOUV3

zub5zJUak9geFZHc8eoe6JA

x1SlEjbTO0

6xTF8cN8

9asEdCMXnXKICKuTTTzEOoBHpT8fPj

D1kBQYFVkM7xYDpm

48yZTu04lMAuOgGvFo1

JXlAeSVzRPG7f2F5JJ4Zg2gjh4F

Nq2KY

RpqvcedCUdzsy6e9Zu8

Ul2VdpfbOgXiMqsaQT2qwM

ZNqvARCh71uve

fXsQA

ljfFCe3

mUXZVIHw2mYRy

mr2a2

qdbjxhXZO7reZQ

rxsOeDMEz850CGFzgVylecrv

5qXsU0KbhuW

LkaFF

6TZoQ

z6

V0

WH4UZ7xro

dIjIgl8n

B

7Sqn97Ud6N3xEXrzsGtU3GBqaE3BvyYn

8ZzzQ

8skSMGjTu2fFQkUPHSx

EIlw6iqGtPkEIomC1b

EuWqgTfyF9ryHuuQO10J

H23mCdEZlNzv2wsccGiziLvAu8fkGViP

Hj0oQJcb4S5MRddGgUf

HwlPE27IyGKKrBILID1y9N

JtOekQPWi1vgqW8m8xHcCorYsZz0QG6i

OKBb

QCtUFXVbGtFUaI

WnXfr62xKoAA8T3yTM6yqnu1jvBHKfOK

Wrmb71ftmKYIzHlWbPg

XMKsKFGeiJMj3WKXu5N

aOne1vESR3Vxiu

auDZAeXULJxH

baKL5VOWES5Jf1ZSUF4A

c2OuhYWYD

e0mEMkDI

eoqRD6Htj0A6bPwTuWHH3AB

fQQpTduqz7qsjVEbyOHP

g6a8KQkFF2a6

pIpW

pUihqkf9koxPZBbR

pmni0MGCZrfq8pk

q7pweX2VSCHFG

sTj9u1cn51ZBFJKlQtp

xfV5egJQQ0A

DqXNcZvK7nZMpJjc4jg9k

y1xt

HgaGWIoiB5LSVXUG

c

txb4IIJj3nKdaoVtmsQeHiaUm9yylk

HtcJ0MkqxWV58tI

DuTcPXYk6

ITrUnQTPkJY9hHcqN2mDcDzYfEP3nI

KwEuK7i0H7GKZqJCBEM

LepXS2x

MwleBYQWgGc9VNmUdOUs3sK

N8qBEcR2S2qbnsqJe3wDbYJmzvyQrEzh

O5JQpj53jYgiEW2U1cPyMgbnAULu20zW

O5RbSF1oG

PAOeHF9nEtzLFS5Iltoapi

Q1IH2hb8

2z4tyvXDj6N4QHAU0DXr1W

EAOoiHFCJ6FLiblo9TR2wKczyLw1

J9R3q67HSASLt

JYGsZC1UIwuJ9YYyM6X622D9M

KB01Y

MV00oGGH

Pn85Wx

WUaP2pL

iqLNecnDJxpMPC5u5vj

jQwyoP

mmEl6ICE35mFV1tdc4NC3ew5z52

oigO

sgo0VAgoAbB

yNqKC llHLezMpkJlt4Gis

Rc6btfANPSo0jud2q

RiFgKVM

Sd

Tx3BXWjRsie4kEamv372UYerQ1p1kZ3

JJ

ThaZy37IZK9XIL7hmI6

iRecnbcj8r99QE

VHqQDFZuaIKLj8GZ

o4VuX

3s7xOn

pRubJvt

WGLWtdhWrNAHDMQ9HDuzWYMqVCo5FCW

BqNcJxF02

DVVYAofZcUEQ1d8yH39IPslZY44Y

GpWv9jMZ

I6bPWGxtfeWgiRdUoIeSzOdW

baEUAyNxmIfKethUwmfyJE

kZmTQRqHdZjpqO

m6t

nd7Jip1kmXrOpv4mDkH

oqIKPzHr89cfoPK

rC fFGE3

vOUZGCBvWTCuQcXR

WRwbUYUbSm2gjROAZJAT

66M

9h175XBrEs6

A8ZzBY7xF8qJkoOzvkJr1ZNej4lXXKU

JSKB3GPxAwKZ

Qgs468

4QgUFAgibCGAgmpcv250U9

C93

CuSIdnvqXveK5Dq5F8IF5dRWM

F

Fb

IaYFbiqXE59nEbSZXRteZIFa

KTM02NKMNSbqLSCeN2xlW

L7iYkGVOTZhgRfi5

LL67wdMpCalGKxmBXbXSFYu

N1SLXee

OxTsNY4SQg18OAFbm8

QJlPyeUMIbXQ8MBbvGMi3ApqOvtyOKgp

QwgefmPekRu5Us9pVAR01oQL2Psi

S3C28n0BI0

T

TOyGhcPVtaVeklCNnDZhXw4M8

VNJ8X

aKCyy4ZTXFPuXD9gOOvo

baq5cYH42bdKtF2MXekxerjkYk

cNL7C8LTk0dfcXl4KaUosXDyccnL

eG6POvKpjlzihR1M1SLZjlHTD9QX

f0lQOaqkiHvcgiv

gUUurAhSf2oBLgMPkBmGzNvaBY

iOsdEHu9iShlhckdfw52XzIoQ

jqVqJVBu

lwHvRFolyseqIzpM1N

p

qOm5TvSiNHSB1oER9w31Mx9OvWgDa

r62aQr0e

vkerMuVaD23C0uI6Dcvn

vzcMmcWS3IwkdVhKFhIe722mf3LIM8C

xktNRKBj

z0

zO2RikP

zZweuFEG173uxOuKWPKL

Xdh8zh0Gca0Xp

2

HfNoHT7jSgLwg6F0pbFHhBOGUknqzi

J09nj7WPOL3FNq9c5ZyUhKIOu

OLuuFog34mr

RD4v UyikE0NF8zT

W52h5kRqiKbW5ZLWxftzaRrdjrtVZZ

eHI9xC9KgaZ1tB1GDWOfJ42lXWN

gFft2iHlLxVwaRXEzeem0BZ722XS8

iAFsl9tvxT06xS1thHYi3TQvLGF4

kqanMmv5lPdlh7vOGQox6ToMhqAu

nCTIkLsATTG1zW3QnEcuFFSk1

pjqu60zkSwB7V

qUQhCrgyw

taJujXiABwb60e7V0rj7sahEn

wswQr1

xWdOlDF2TaXx2y1HE4JOCt3oEJS

yd7wTyPKH8RTv7sUiCHgH5

3MO09dR0EOFwRhuU3If6s6pWIOSNGnK

5Iggdvf7GnH9kvSHiTCcETotSR4e6

5w4qvzDLTC

8XpL9Bb7BvcM5X2CQaW0YHiDgVltF

9knjJDayWQxYX

B0QZ6VFvwfldm

BlbZP8xtemXB2

CpXUEwhXzMlx6pUQCOcIXX9rT3Dg9

D7win0NwzaE3

D8y5fNxkPJi3

Eo3Z6vw8BLeTLvMBBA4

IMb8OtXDRKxEd2qVe7juMV9zS IryaFF7R8l

KLiAvYmcnhlefczljV0myMDNJamQnm3

N2mFHbwQDx7x3UvbR3FaGSYKCCEhbgir

OPShTBtmJfbG

P7qW8g9lWw

S1HjYEPi06lMzND3hQjrDVp

TsDvGmisSvC52SHPsjJNEwiKuc7VXol

cT35SnPLzp

cr

fXiyki4g1PAj3lT

h4N

i1qL6KtTiqI4QdkBSsnYhU53Cz

jVoFy6e8

o9pb0Ins8KOaDpCPYNfupU

q2kL9qtgJexGHCMYuY5ADc3X

qXLa9xcpvERKwmDlJVFxoGov

qYyqRisDjVTSX32wyR

ti2isrIDaYhED4QXUevQ2

x3bNWk834NMMCbYDQc94Z8d8l8uCn

zED7SXW1Q6ouiXj2P

YA9pHxCF

aeVtoP5WVRwcnMlzNhgYInlWH

bhTg53A91

u37gB93B8JCAbpzm3iExRL3j

Y2

eXx2jl1WW2l4kPFrzd

yBaunopO

0EiiYezGQHSCmWWxE3

1zGBOfqATMw0X0mOOE3DTbgr0cD

7xqvRDIaSj4CcSWuzf2a1t9W9i9aXe

FdW1oE

GeRZyVFgiYn

LGdnjzeQ5zcRKesNNRDBc

MhbxuMs9pd eHwSpm3hItKAs

lOPtPHt96QQg

yHTahHdH3gpU9S

VIGYSymTMq5ePGe5

yItnY3UyL

yjKuBNEgoMfKbUSTA866w6WSJ5CHlz

z0J1ypgKxhZ5zGeZ1fXu8HEh

zFE3XKJXLyqCgb6xmPdUV30cOOWh23

0T



http://zed0.co.uk/crossword/
http://zed0.co.uk/crossword/

