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Gemeinsamkeiten?



Alt



Klartext



Angst



WLAN


https://de.wikipedia.org/wiki/Wireless_Local_Area_Network
https://de.wikipedia.org/wiki/Wireless_Local_Area_Network

Internet Provider


https://de.wikipedia.org/wiki/Internetdienstanbieter
https://de.wikipedia.org/wiki/Internetdienstanbieter




NG


https://www.youtube.com/watch?v=zi8VTeDHjcM
https://www.youtube.com/watch?v=zi8VTeDHjcM

Und nun?



Irefpuyuffryhat


https://de.wikipedia.org/wiki/Caesar-Verschl%25C3%25BCsselung
https://de.wikipedia.org/wiki/Caesar-Verschl%25C3%25BCsselung

Verschlusselung


https://de.wikipedia.org/wiki/Verschl%25C3%25BCsselung
https://de.wikipedia.org/wiki/Verschl%25C3%25BCsselung

Vertraulichkeit



https://de.wikipedia.org/wiki/Vertraulichkeit
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Integritat


https://de.wikipedia.org/wiki/Integrit%25C3%25A4t_(Informationssicherheit)
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Auth3izitéit


https://de.wikipedia.org/wiki/Authentizit%25C3%25A4t
https://de.wikipedia.org/wiki/Authentizit%25C3%25A4t

Nichtah4tbarkeit


https://en.wikipedia.org/wiki/Non-repudiation
https://en.wikipedia.org/wiki/Non-repudiation

Transportverschlusselung

TLS 1.2
TLS |.1
TLS 1.0
—S5tbv3-
—SSbvZ-


https://www.bsi-fuer-buerger.de/BSIFB/DE/SicherheitImNetz/KommunikationUeberInternet/De-Mail/VorteileundFunktionen/Transportverschluesselung/transportverschluesselung_node.html
https://www.bsi-fuer-buerger.de/BSIFB/DE/SicherheitImNetz/KommunikationUeberInternet/De-Mail/VorteileundFunktionen/Transportverschluesselung/transportverschluesselung_node.html
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Testen



VWebserver testen

https://ssllabs.com/ssltest


https://ssllabs.com/ssltest
https://ssllabs.com/ssltest
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https://ssllabs.com/ssltest

@ QUALYS SSL LABS

You are here: Home > Projects > SSL Server Test

SSL Server Test

Projects  Qualys.com

Contact

This free online service performs a deep analysis of the configuration of any SSL web server on the public Internet. Please
note that the information you submit here is used only to provide you the service. We don't use the domain names or

the test results, and we never will.

Domain name: |

I:I Do not show the results on the boards

Recently Seen Recent Best-Rated

metronets.com Err londoners.ro A+
slack.com openmailbox.org A
owncloud.jonaskim.de pop.openmailbox.org A
wasserwacht-magdeburg.de A- smtp.openmailbox.org A
pescaboutique.com C scottlinux.com A-
openmailbox.org = sal.investpoint.automatedfin ... A-
d2p-dev.novartis.com Err vlietlandziekenhuis.nl B
pop.openmailbox.org - votesmart.org B
client.investia.ca F pescaboutique.com C

smtp.openmailbox.org A office.com C

Recent Worst-Rated

client.investia.ca

outiook.com

webmin.studiotwo.com

myhr.ahg.com.au

portal.lrgh.org

questful.com
poulp.net

mysal.triedtoswiminlava.net

my.sph.harvard.edu

api.2dehands.com

| Submit |

Trust

Trust


https://ssllabs.com/ssltest
https://ssllabs.com/ssltest

Q UALYS SSL I_A BS Home  Projects Qualys.com  Contact

You are here: Home > Projects > SSL Server Test > nsa.gov

SSL Report: nsa.gov (23.39.50.161)

Assessed on: Sat Sep 20 20:37:28 UTC 2014 | HIDDEN | Clear cache Scan Another »

Summary

Overall Rating

Cipher Strength

o
N
o
N
o

60 80 100

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

Certificate uses SHA1. When renewing, ensure you upgrade to SHA256. MORE INFO »

The server does not support Forward Secrecy with the reference browsers. MORE INFO »

Authentication


https://www.ssllabs.com/ssltest/analyze.html?d=nsa.gov%26ignoreMismatch=on
https://www.ssllabs.com/ssltest/analyze.html?d=nsa.gov%26ignoreMismatch=on

# https://isitchristmas.com
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QUALYS SSL LABS Home Projects Qualys.com  Contact

You are here: Home > Projects > SSL Server Test > isitchristmas.com

SSL Report: isitchristmas.com (54.235.64.112)

Assessed on: Mon Jul 28 06:42:17 UTC 2014 | Clear cache Scan Another »

Summary

Overall Rating

Certificate

A I Protocol Support
Key Exchange

Cipher Strength

Documentation: SSL/TLS Deployment Best Practices, SSL Server Rating Guide, and OpenSSL Cookbook.

Authentication

| l 1 I " Qarvvar Waev and Cartificrata HA1


https://www.ssllabs.com/ssltest/analyze.html?d=https://isitchristmas.com%26ignoreMismatch=on
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https://www.ssllabs.com/ssltest/analyze.html?d=https://isitchristmas.com%26ignoreMismatch=on

QUALYS' SSL LABS Home Projects Qualys.com  Contact

You are here: Home > Projects > SSL Server Test > ecb.europa.eu

SSL Report: ecb.europa.eu (184.25.151.166)

Assessed on: Sat Sep 20 20:51:40 UTC 2014 | HIDDEN | Clear cache Scan Another »

Summary

Overall Rating

Protocol Support 0

o
N
o

40 60 80 100

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

This server supports SSL 2, which is obsolete and insecure. Grade set to F.

Certificate uses SHA1. When renewing, ensure you upgrade to SHA256. MORE INFO »

The server does not support Forward Secrecy with the reference browsers. MORE INFO »



https://www.ssllabs.com/ssltest/analyze.html?d=ecb.europa.eu%26ignoreMismatch=on
https://www.ssllabs.com/ssltest/analyze.html?d=ecb.europa.eu%26ignoreMismatch=on

Email

https://starttls.info/
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Does your mail server support STARTTLS?

If you care about privacy, it should. Read more in the blog.

Results for: digitalcity.wien >
Mail server Result
us2.mx1.mailhostbox.com STARTTLS not supported!
us2.mx2.mailhostbox.com STARTTLS not supported!
us2.mx3.mailhostbox.com STARTTLS not supported!
Click the score for details. Test another!

This site is a beta. | Read about this, | Check the stats, Developed by Einar Otto Stangvik.

\ /
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Does your mail server support STARTTLS?

If you care about privacy, it should. Read more in the blog.

Results for: parlament.gv.at o

Mail server Result

mta3.parlament.gv.at STARTTLS not supported!

mta2.parlament.gv.at STARTTLS not supported!

Click the score for details. Test another!

This site is a beta. | Read about this. | Check the stats. Developed by Einar Otto Stangvik.
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Does your mail server support STARTTLS?

If you care about privacy, it should. Read more in the blog.

Results for: wko.at "

Mail server Result

maill.wk.or.at Grade: C (58.0%) WV
Certificate

* The certificate is not valid for the server's hostname.

* There is a self-signed certificate in the trust chain. It may be a configuration
problem.

* There are one or more fatal problems which causes the certificate not to be
trusted.

There are validity issues for the certificate. Certificates are seldom verified for SMTP
servers, so this doesn't mean that STARTTLS won't be used.

Generally speaking it's a bad practice not to have a valid certificate, and an even
worse practice not to verify them. Any attempted encrypted communication is left all
but wide open to Man-in-the-Middle attacks.

Protocol
* Supports TLSV1.

Key exchange
* Key size is 2048 bits; that's good.

Cipher

* Weakest accepted cipher: 40.
e Strongest accepted cipher: 56.


https://starttls.info/check/wko.at
https://starttls.info/check/wko.at

Does your mail server support STARTTLS?

If you care about privacy, it should. Read more in the blog.

Results for: ubermorgen.com o

Mail server Result

ubermorgen.com Grade: A (93.4%) WV
Certificate

e No remarks.

Protocol

* Supports SSLV3.
* Supports TLSV1.
* Supports TLSV1.1,
* Supports TLSV1.2.
Key exchange

* Key size is 4096 bits; that's very good.
Cipher

* Weakest accepted cipher: 128.
e Strongest accepted cipher: 256.


https://starttls.info/check/ubermorgen.com
https://starttls.info/check/ubermorgen.com

Results for: nsa.gov o

Mail server Result
emvm-ghi-uea09.nsa.gov Grade: D (42.8%) WV
Certificate

e The certificate is not valid for the server's hostname.

There are validity issues for the certificate. Certificates are seldom verified for SMTP
servers, so this doesn't mean that STARTTLS won't be used.

Generally speaking it's a bad practice not to have a valid certificate, and an even
worse practice not to verify them. Any attempted encrypted communication is left all
but wide open to Man-in-the-Middle attacks.

Protocol

* Supports SSLV3.
* Supports TLSV1.

Key exchange

* Anonymous Diffie-Hellman is accepted. This is suspectible to Man-in-the-Middle
attacks.
* Key size is 2048 bits; that's good.
Cipher

* Weakest accepted cipher: 0.
* Strongest accepted cipher: 256.

emvm-ghi-uea08.nsa.gov Grade: D (44.3%) WV
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Test results

Score IM Observatory client report for
General jabber.maclemon.at

DNS Test started 2014-09-20 20:38:05 UTC 28 minutes ago.

Show server to server result | Permalink to this report
TLS

Score
jabber.maclemon.at:5222
Certificate score: ([N 100 Grade:
Key exchange (N 100
score:
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Verschlusselung
mufl3 Standard sein
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