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Was bisher geschah…



Google warns of unauthorized TLS
certificates trusted by almost all OSes
[Updated]
Misissued	certs	known	to	impersonate	several	Google	domains,	may	affect	others.

In	the	latest	security	lapse	involving	the	Internet's	widely	used	encryption	system,	Google	said

unauthorized	digital	certificates	have	been	issued	for	several	of	its	domains	and	warned	misissued

credentials	may	be	impersonating	other	unnamed	sites	as	well.

The	bogus	transport	layer	security	certificates	are	trusted	by	all	major	operating	systems	and	browsers,

although	a	fall-back	mechanism	known	as	public	key	pinning	prevented	the	Chrome	and	Firefox

browsers	from	accepting	those	that	vouched	for	the	authenticity	of	Google	properties,	Google	security

engineer	Adam	Langley	wrote	in	a	blog	post	published	Monday.	The	certificates	were	issued	by	Egypt-

based	MCS	Holdings,	an	intermediate	certificate	authority	that	operates	under	the	China	Internet

Network	Information	Center	(CNNIC).	The	Chinese	domain	registrar	and	certificate	authority,	in	turn,	is

included	in	root	stores	for	virtually	all	OSes	and	browsers.

The	issuance	of	the	unauthorized	certificates	represents	a	major	breach	of	rules	established	by

certificate	authorities	and	browser	makers.	Under	no	conditions	are	CAs	allowed	to	issue	certificates	for

domains	other	than	those	legitimately	held	by	the	customer	requesting	the	credential.	In	early	2012,

critics	blasted	US-based	CA	Trustwave	for	doing	much	the	same	thing,	and	Langley	noted	an	example

of	a	France-based	CA	that	has	also	run	afoul	of	the	policy.

Langley	wrote:

We	promptly	alerted	CNNIC	and	other	major	browsers	about	the	incident,	and	we	blocked	the

MCS	Holdings	certificate	in	Chrome	with	a	CRLSet	push.	CNNIC	responded	on	the	22nd	to

explain	that	they	had	contracted	with	MCS	Holdings	on	the	basis	that	MCS	would	only	issue

certificates	for	domains	that	they	had	registered.	However,	rather	than	keep	the	private	key	in	a

suitable	HSM,	MCS	installed	it	in	a	man-in-the-middle	proxy.	These	devices	intercept	secure

connections	by	masquerading	as	the	intended	destination	and	are	sometimes	used	by

companies	to	intercept	their	employees’	secure	traffic	for	monitoring	or	legal	reasons.	The

employees’	computers	normally	have	to	be	configured	to	trust	a	proxy	for	it	to	be	able	to	do	this.

However,	in	this	case,	the	presumed	proxy	was	given	the	full	authority	of	a	public	CA,	which	is	a

serious	breach	of	the	CA	system.	This	situation	is	similar	to	a	failure	by	ANSSI	in	2013.

This	explanation	is	congruent	with	the	facts.	However,	CNNIC	still	delegated	their	substantial

authority	to	an	organization	that	was	not	fit	to	hold	it.

Chrome	users	do	not	need	to	take	any	action	to	be	protected	by	the	CRLSet	updates.	We	have

no	indication	of	abuse	and	we	are	not	suggesting	that	people	change	passwords	or	take	other

action.	At	this	time	we	are	considering	what	further	actions	are	appropriate.
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Superfish	SSL	Interception	Library	Found	in

Several	Applications:	Researchers

The	controversial	SSL	interception	library	used	by	the	Superfish	software	installed

recently	on	Lenovo	laptops	can	be	found	in	at	least	a	dozen	other	applications,

researchers	have	determined.

Lenovo	came	into	the	spotlight	last	week	after	numerous	individuals	who	acquired	new
laptops	started	complaining	about	ad	injections	made	by	a	browser	add-on	from	Superfish.	It
later	turned	out	that	the	application	used	a	proxy	and	a	self-signed	root	certificate	to
intercept	HTTPS	connections	and	inject	the	ads.

Several	problems	have	been	identified	by	security	experts.	Besides	the	fact	that	the	adware
breaks	HTTPS	browsing,	every	one	of	the	Superfish	certificates	is	signed	with	the	same
private	key,	which	is	protected	by	the	same	password,	“komodia.”

Komodia	is	the	name	of	the	company	that	develops	Komodia	Redirector	and	Komodia	SSL
Digestor,	the	solutions	used	by	the	Superfish	app	to	intercept	connections	and	manipulate
HTTPS	traffic.

According	to	security	researcher	Marc	Rogers,	Komodia’s	proxy	software	doesn’t	correctly
implement	SSL,	and	it	doesn’t	validate	certificates	properly.

These	issues	can	be	leveraged	by	a	malicious	actor	to	hijack	affected	users’	connections.	As
Errata	Security’s	Robert	Graham	has	demonstrated,	the	Superfish	certificate	can	be	used	to
“pwn	victims”	over	a	rogue	Wi-Fi	hotspot	by	utilizing	widely	available	hardware	and
software.

Rogers	says	the	problematic	Komodia	library	can	be	found	in	 several	products,	including
parental	control	software	from	Komodia	and	Qustodio,	Kurupira	Webfilter,	Staffcop,	Easy
hide	IP	Classic,	and	Lavasoft	Ad-aware	Web	Companion.

Researchers	at	Facebook	also	reported	identifying	more	than	a	dozen	applications	using	the
library.	The	list	of	certificate	issuers	found	by	the	social	media	company	includes	CartCrunch
Israel	LTD,	WiredTools	LTD,	Say	Media	Group	LTD,	Over	the	Rainbow	Tech,	System	Alerts,
ArcadeGiant,	Objectify	Media	Inc,	Catalytix	Web	Services,	and	OptimizerMonitor.

According	to	Facebook,	these	certificates	have	been	seen	on	more	than	1,000	systems	on	the
Internet.	The	company	noted	that	only	Windows	appears	to	be	impacted	because	the	library
is	platform	specific.

“What	all	of	these	applications	have	in	common	is	that	they	make	people	less	secure	through
their	use	of	an	easily	obtained	root	CA,	they	provide	little	information	about	the	risks	of	the
technology,	and	in	some	cases	they	are	difficult	to	remove,”	Facebook	threats	researcher
Matt	Richard	wrote	in	a	blog	post.	“Furthermore,	it	is	likely	that	these	intercepting	SSL
proxies	won't	keep	up	with	the	HTTPS	features	in	browsers	(e.g.,	certificate	pinning	and
forward	secrecy),	meaning	they	could	potentially	expose	private	data	to	network	attackers.
Some	of	these	deficiencies	can	be	detected	by	anti-virus	products	as	malware	or	adware,
though	from	our	research,	detection	successes	are	sporadic.”

Richard	has	pointed	out	that	even	a	piece	of	malware,	detected	by	Symantec	as
Trojan.Nurjax,	uses	the	Komodia	products.

Komodia	representatives	told	SecurityWeek	that	the	company	will	release	an	official
statement	on	the	matter	within	24	hours.	The	company’s	website	is	currently	offline	due	to	a
distributed	denial-of-service	(DDoS)	attack.
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FREAKing	hell:	ALL	Windows	versions

vulnerable	to	SSL	snoop

Relax!	We've	got	a	(server-knackering)	workaround	to	sort	things

out,	says	Microsoft

Microsoft	has	confirmed	that	its	implementation	of	SSL/TLS	in	all	versions	of	Windows	is	vulnerable	to

the	FREAK	encryption-downgrade	attack.

This	means	if	you're	using	the	company's	Windows	operating	system,	an	attacker	on	your	network	can

potentially	force	Internet	Explorer	and	other	software	using	the	Windows	Secure	Channel	component	to

deploy	weak	encryption	over	the	web.

Intercepted	HTTPS	connections	can	be	easily	cracked,	revealing	sensitive	details	such	as	login	cookies

and	banking	information,	but	only	if	the	website	or	service	at	the	other	end	is	still	supporting	1990s-era

cryptography	(and	millions	of	sites	still	are).

"Microsoft	is	aware	of	a	security	feature	bypass	vulnerability	in	Secure	Channel	(Schannel)	that	affects

all	supported	releases	of	Microsoft	Windows,"	Redmond	says	in	an	advisory.

"Our	investigation	has	verified	that	the	vulnerability	could	allow	an	attacker	to	force	the	downgrading	of

the	cipher	suites	used	in	an	SSL/TLS	connection	on	a	Windows	client	system.

"When	this	security	advisory	was	originally	released,	Microsoft	had	not	received	any	information	to

indicate	that	this	issue	had	been	publicly	used	to	attack	customers."

The	bug	(CVE-2015-1637)	in	Windows'	Secure	Channel	component	is	not	thought	to	be	under	active

attack	by	eavesdroppers	at	the	time	of	writing.

The	FREAK	(Factoring	attack	on	RSA-EXPORT	Keys)	mess	revealed	this	week	allows	bad	guys	to

decrypt	login	cookies	and	other	sensitive	information	from	HTTPS	connections	to	vulnerable	browsers.

Redmond	is	pushing	out	details	of	defensive	mechanisms	through	its	Microsoft	Active	Protections

Program.	It	offers	imperfect	workarounds	including	changing	of	the	registry	in	Server	2003	to	disable

vulnerable	key	exchange	ciphers	which	it	warns	could	cause	"serious	problems".
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Additional Certificates (if supplied)

Certificates provided 2 (2302 bytes)

Chain issues None

#2

Subject
GeoTrust SSL CA - G4 

Fingerprint: ac8f7c5bc86ef1896f2d161c32a57aab37d364da

Valid until Fri May 20 20:41:10 UTC 2022 (expires in 7 years and 2 months)

Key RSA 2048 bits (e 65537)

Issuer GeoTrust Global CA

Signature algorithm SHA256withRSA

Certification Paths

Path #1: Trusted

1 Sent by server

www.nsa.gov 

Fingerprint: 443ee34cad6e8815a408c8a777f323d674717d10 

RSA 2048 bits (e 65537) / SHA256withRSA

2 Sent by server

GeoTrust SSL CA - G4 

Fingerprint: ac8f7c5bc86ef1896f2d161c32a57aab37d364da 

RSA 2048 bits (e 65537) / SHA256withRSA

3 In trust store

GeoTrust Global CA   Self-signed 

Fingerprint: de28f4a4ffe5b92fa3c503d1a349a7f9962a8212 

RSA 2048 bits (e 65537) / SHA1withRSA 

Weak or insecure signature, but no impact on root certificate

Configuration

Protocols

TLS 1.2 Yes

TLS 1.1 Yes

TLS 1.0 Yes

SSL 3 No

SSL 2 No

Cipher Suites (SSL 3+ suites in server-preferred order; deprecated and SSL 2 suites always at the end)

TLS_RSA_WITH_AES_256_CBC_SHA (0x35) 256

TLS_RSA_WITH_3DES_EDE_CBC_SHA (0xa) 112

TLS_RSA_WITH_AES_128_CBC_SHA (0x2f) 128

TLS_RSA_WITH_IDEA_CBC_SHA (0x7) 128

TLS_RSA_WITH_RC4_128_SHA (0x5)   WEAK 128

TLS_RSA_WITH_RC4_128_MD5 (0x4)   WEAK 128

TLS_RSA_WITH_DES_CBC_SHA (0x9)   WEAK 56

TLS_RSA_EXPORT_WITH_DES40_CBC_SHA (0x8)   INSECURE 40

TLS_RSA_EXPORT_WITH_RC2_CBC_40_MD5 (0x6)   INSECURE 40

TLS_RSA_EXPORT_WITH_RC4_40_MD5 (0x3)   INSECURE 40
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Home  Projects  Qualys.com  Contact

Overall Rating

F

Assessed on:  Wed Mar 04 20:23:44 UTC 2015 | HIDDEN | Clear cache Scan Another »

Development version and work in progress. Might not work properly and could go down at any time. For the real thing visit www.ssllabs.com instead.

You are here:  Home > Projects > SSL Server Test > nsa.gov

SSL Report: nsa.gov (23.73.79.139)

Summary

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

This server supports 512-bit export suites and might be vulnerable to the FREAK attack. Grade set to F.   MORE INFO »

This server accepts the RC4 cipher, which is weak. Grade capped to B.  MORE INFO »

The server does not support Forward Secrecy with the reference browsers.  MORE INFO »

This server supports TLS_FALLBACK_SCSV to prevent protocol downgrade attacks.

Authentication

Server Key and Certificate #1

Common names www.nsa.gov

Alternative names m.nsa.gov www2.nsa.gov www.nsa.gov nsa.gov

Prefix handling Both (with and without WWW)

Valid from Thu Feb 05 05:37:02 UTC 2015

Valid until Mon Feb 08 21:14:42 UTC 2016 (expires in 11 months and 3 days)

Key RSA 2048 bits (e 65537)

Weak key (Debian) No

Issuer GeoTrust SSL CA - G4

Signature algorithm SHA256withRSA

Extended Validation No

Revocation information CRL, OCSP

Revocation status Good (not revoked)

Trusted Yes

0 20 40 60 80 100

Certificate  100

Protocol Support  95

Key Exchange  0

Cipher Strength  60
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SSL/TLS	Capabilities	of	Your	Browser
User	Agent:	Mozilla/5.0	(Macintosh;	Intel	Mac	OS	X)	AppleWebKit/534.34	(KHTML,	like	Gecko)	Qt/4.8.6	Safari/534.34

Other	User	Agents	»

Development	version	and	work	in	progress.	Might	not	work	properly	and	could	go	down	at	any	time.	For	the	real	thing	visit	www.ssllabs.com	instead.

You	are	here:		Home	>	Projects	>	SSL	Client	Test

Protocol	Support

Your	user	agent	doesn't	support	TLS	1.2.	You	should	upgrade.

The	protocols	supported	by	your	user	agent	are	old	and	have	known	vulnerabilities.	You	should	upgrade	as	soon	as

possible.	The	latest	versions	of	Chrome,	Firefox,	and	IE	are	all	good	choices.	If	you	can't	upgrade	IE	to	version	11,	we

recommend	that	you	try	Chrome	or	Firefox	on	your	platform.

FREAK	Vulnerability	(Experimental)

Your	user	agent	is	vulnerable.	Upgrade	as	soon	as	possible.

For	more	information	about	the	FREAK	attack,	please	go	to	www.freakattack.com.

To	test	manually,	click	here.	Your	user	agent	is	not	vulnerable	if	it	fails	to	connect	to	the	site.

POODLE	Vulnerability

Your	user	agent	is	vulnerable.	You	should	disable	SSL	3.

For	more	information	about	the	POODLE	attack,	please	read	this	blog	post.

iOS	and	OS	X	TLS	Authentication	Vulnerability

Your	user	agent	is	not	vulnerable.

To	test	manually,	click	here.	If	your	user	agent	refuses	to	connect,	you	are	not	vulnerable.	This	test	requires	a	connection	to

the	SSL	Labs	server	on	port	10443.	A	strict	outbound	firewall	might	interfere.	You	should	test	Safari	running	on	iOS	or	OS	X.

Chrome	and	Firefox	are	not	vulnerable,	even	when	running	on	a	vulnerable	operating	system.	MORE	»

Protocol	Features

Protocols

TLS	1.2 No

TLS	1.1 No

TLS	1.0 Yes

SSL	3 Yes

SSL	2 No

Cipher	Suites	(in	order	of	preference)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA	(0x39)			Forward	Secrecy 256

TLS_DHE_DSS_WITH_AES_256_CBC_SHA	(0x38)			Forward	Secrecy2 256

TLS_RSA_WITH_AES_256_CBC_SHA	(0x35) 256



Jérôme
Segura
@jeromesegura

RETWEETS

132

FAVORITES

55

Invalid SSL certificate trick used as scare 

tactic #TechSupportScams 
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@jeromesegura @SwiftOnSecurity you'd think they could at least spell "safety" 

right...
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Another example of DON'T TRUST EVERYTHING YOU READ ONLINE.

NO ONE KNOWS YOU'RE A CANINE.
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Xtube	porn	website	spreads
malware,	after	being
compromised	by	hackers
Graham	Cluley	|	March	26,	2015	10:12	am	|	Filed	under:	Adobe	Flash,

Malware,	Vulnerability	|	 �	3
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The	popular	Xtube	hardcore

porn	website,	visited	by

approximately	25	million

people	every	month,	has

been	compromised	by

hackers	and	is	spreading

malware	onto	visiting

computers.

According	to	a	report	from	security	firm

Malwarebytes,	the	infection	has	not	come	through

boobytrapped	third-party	adverts	on	the	site,	but

instead	through	malicious	hackers	managing	to

dynamically	inject	a	line	of	code	onto	the	Xtube

website.
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THE COPS ARE
TRACKING MY CAR
—AND YOURS
My quest to access automatic
license plate reader (LPR) records.

FURTHER	READING

We know where youʼve been: Ars
acquires 4.6M license plate scans from
the cops
One	citizen	demands:	"Do	you	know	why	Oakland	is	spying	on	me	and	my	wife?"

Josh	Kellogg

OAKLAND,	Calif.—If	you	have	driven	in	Oakland	any	time	in

the	last	few	years,	chances	are	good	that	the	cops	know

where	you’ve	been,	thanks	to	their	33	automated	license

plate	readers	(LPRs).

Now	Ars	knows	too.

In	response	to	a	public	records	request,	we	obtained	the

entire	LPR	dataset	of	the	Oakland	Police	Department	(OPD),

including	more	than	4.6	million	reads	of	over	1.1	million

unique	plates	between	December	23,	2010	and	May	31,

2014.	The	dataset	is	likely	one	of	the	largest	ever	publicly

released	in	the	United	States—perhaps	in	the	world.

After	analyzing	this	data	with	a	custom-built	visualization	tool,	Ars	can	definitively	demonstrate	the

data's	revelatory	potential.	Anyone	in	possession	of	enough	data	can	often—but	not	always—make

educated	guesses	about	a	target’s	home	or	workplace,	particularly	when	someone’s	movements	are

consistent	(as	with	a	regular	commute).

For	instance,	during	a	meeting	with	an	Oakland	city	council	member,	Ars	was	able	to	accurately	guess

the	block	where	the	council	member	lives	after	less	than	a	minute	of	research	using	his	license	plate

data.	Similarly,	while	"working"	at	an	Oakland	bar	mere	blocks	from	Oakland	police	headquarters,	we

ran	a	plate	from	a	car	parked	in	the	bar's	driveway	through	our	tool.	The	plate	had	been	read	48	times

over	two	years	in	two	small	clusters:	one	near	the	bar	and	a	much	larger	cluster	24	blocks	north	in	a

residential	area—likely	the	driver's	home.

“Where	someone	goes	can	reveal	a	great	deal	about	how	he	chooses	to	live	his	life,"	 Catherine	Crump,

a	law	professor	at	the	University	of	California,	Berkeley,	told	Ars.	"Do	they	park	regularly	outside	the
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BND schnappt sich Kabel am DE-CIX (Symbolfoto)

MASSIVE VORWÜRFE

BND überwacht Hauptnetzknoten DE-CIX ohne Kontrolle
Letztes Update am 27.03.2015, 13:37

Bei einer Anhörung vor dem deutschen NSA-Untersuchungsausschuss erhebt der Manager
des Frankfurter Knotenpunktes DE-CIX schwere Vorwürfe gegen den
Bundesnachrichtendienst.

Laut DE-CIX-Chef Klaus Landefeld greift der Bundesnachrtichtendienst (BND) seit 2009

Daten am Internetknotenpunkt in Frankfurt ab, wie Golem schreibt. Technische Standards,

wie bei anderen Datensammelaktionen, gebe es dabei nicht, so Landefeld am Donnerstag

vor dem Untersuchungsausschuss des Bundestags in Berlin. Schon im August 2008 habe

sich der BND erstmals um einen Zugang zum Knoten bemüht und sich genaue

Informationen über die Technik aushändigen lassen. Einen Zugriff direkt am Knotenpunkt

durch ausländische Nachrichtendienste hält Landefeld hingegen für unwahrscheinlich, da

der Knotenpunkt gut geschützt sei.

Für ausländische Dienste sei es vermutlich einfacher, sich mit dem BND über einen

Datenaustausch zu arrangieren. Der österreichische Knotenpunkt Vienna Internet Exchange

(VIX) hat gegenüber der futurezone eine ähnliche Überwachung in der Vergangenheit

ausgeschlossen.

Maulkorb von ganz oben
Landefeld kritisiert, dass die Bedenken des DE-CIX-Managements auf Betreiben des

Bundeskanzleramtes abgewürgt wurden. Der Versuch, die zuständige G10-Kommission zu

informieren, sei durch eine Anweisung gescheitert. Das Absaugen der Daten passiere

derzeit ohne ausreichende rechtliche Grundlagen. So gebe es zwar eine Beschränkung auf

20 Prozent der Kapazität einer Leitung, das helfe laut Landefeld aber wenig, da die meisten

Betreiber ihre Leitungen ohnehin nie stärker als zu 50 Prozent belasten.





Android-Schadsoftware macht Smartphone zum

Spionagewerkzeug. (Bild: Tobias

Költzsch/Golem.de)

0 52 47 14

Bisher galt es eher als Filmstoff, jetzt ist es Realität: Das Smartphone ist

abgeschaltet, kann aber weiterhin zum Ausspionieren benutzt werden. Möglich

macht das eine Android-Schadsoftware, die dem Nutzer lediglich vorgaukelt,

das Smartphone sei abgeschaltet, berichten die Sicherheitsspezialisten von

AVG . Die Schadsoftware klinkt sich in den Android-Ausschaltprozess ein und

verwendet dann einen eigenen Abschaltvorgang.

Fingierter Abschaltprozess

Der fingierte Abschaltvorgang sieht vom Aussehen her wie der normale

Abschaltprozess aus. Auch die Animation zum Herunterfahren des Smartphones

wird übernommen. Damit soll der Nutzer eines befallenen Geräts nicht

bemerken, dass etwas anders ist. Denn das Smartphone lässt sich auf

herkömmlichem Weg gar nicht mehr abschalten.

Wenn der Nutzer also meint, das Smartphone würde abgeschaltet herumliegen,

könnten Angreifer das Smartphone zum Ausspionieren missbrauchen. Sie

könnten aus der Ferne auf das Smartphone zugreifen, Anrufe tätigen und

Gespräche in der Nähe des Smartphones belauschen. Weil das Display dabei

komplett ausgeschaltet bleibt, hat ein Opfer kaum eine Chance, einen solchen

Angriff zu bemerken, während er läuft.

Angreifer erhalten umfangreichen Zugriff

Aber auch viele andere Angriffsmöglichkeiten sind dann machbar, weil der

Angreifer im Grunde vollen Zugriff auf das Smartphone erhält. Er könnte also

auch Fotos machen und sich diese zuschicken lassen. Erst, wenn das

Smartphone wieder eingeschaltet werden soll, würde auffallen, dass etwas nicht

stimmt. Denn da das Smartphone nicht aus ist, würde die typische Animation

fehlen, die beim Einschalten des Geräts erscheint.

Die reale Gefahr dürfte derzeit eher gering sein. Die Schadsoftware verbreitet

sich derzeit vor allem in China, zitiert Mashable  einen AVG-Sprecher. Bisher

sollen rund 10.000 Geräte infiziert sein. Innerhalb von Europa wurden demnach

bisher keine Angriff registrierte.

Zudem benötigt die Schadsoftware zwingend Root-Rechte, um sich in den

Abschaltdialog einzuklemmen. Das bedeutet, das Android-Gerät muss

entsprechend modifiziert sein und der Nutzer muss der App dann explizit

Root-Rechte gewähren. Angriffe auf Geräte mit Android 5.0 alias Lollipop sollen

nicht möglich sein. ■
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IPHONE, SICHERHEITSLÜCKE, HACKER

Das Hacker-Werkzeug IP-Box probiert alle
vierstelligen PIN-Codes für iPhones durch und
verhindert, dass Fehlversuche vom Smartphone
registriert werden.

Wie International Business Times berichtet, kann man online
um nur 120 britische Pfund (165 Euro) ein neues Hacker-
Werkzeug namens "IP-Box" erstehen, mit dem iPhones
entsperrt werden können. Die IP-Box verwendet die so
genannte "brute force"-Methode, um vierstellige PIN-Codes
zu knacken. Die Codes werden einfach der Reihe nach, von
0000 bis 9999, durchprobiert. Der Sicherheitsmechanismus,
der die Eingabe falscher Codes beschränkt, wird dabei
physisch umgangen.

Langwierige Methode
Die IP-Box wird einerseits mit dem USB-Port des iPhone
verbunden, andererseits führt ein weiteres Kabel direkt zum
Batterie-Controller des (geöffneten) iPhone. Mit der IP-Box
verbunden ist zudem ein Lichtsensor, der Veränderungen am
iPhone-Display beobachtet. Über den USB-Port werden die
PIN-Eingaben an das iPhone gesendet. Registriert der
Lichtsensor keine signifikante Änderung des Displays - ein
Hinweis auf erfolgreiches Entsperren - wird sofort die
Energiezufuhr des iPhone gekappt. Dadurch wird verhindert,
dass die falsche Codeeingabe auf den Speicher geschrieben
wird. Das iPhone wird danach wieder hochgefahren, der
nächste PIN-Eingabeversuch beginnt.

Der Prozess, ein iPhone mit dieser Methode zu entsperren,
dauert freilich relativ lange. Wie das Sicherheitsunternehmen
MDSec herausfand, verstreichen bei einem iPhone 5S mit iOS
8.1 rund 40 Sekunden pro Versuch. Maximal wartet man also
rund 111 Stunden, bevor das Gerät den richtigen PIN-Code
gefunden hat.
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Telekom	will	umprogrammierbare	SIM-Karte	in	vernetzten
Geräten

Aktuelle	SiM-Karten	sind	fest	auf	eine	Telefonnummer	und	einen	Mobilfunk-Anbieter

eingestellt.	Das	soll	sich	ändern.	(Bild:		dpa,	Bernd	Thissen)

Wer	heute	seinen	Mobilfunk-Anbieter	wechseln	will,	braucht	dafür	eine	neue	SIM-

Karte.	Dabei	gibt	es	inzwischen	Technologien,	die	eine	Neuprogrammierung	per

Funk	ermöglichen.	Die	Deutsche	Telekom	will	solche	"eSIMs"	jetzt	etablieren.

Die	Deutsche	Telekom	stellt	sich	auf	die	Einführung	einer	umprogrammierbaren	SIM-

Karte	für	vernetzte	Geräte	bereits	ab	dem	kommenden	Jahr	ein.	Der	Konzern	sei

überzeugt,	dass	der	Standard	für	eine	sogenannte	eSIM	von	2016	an	in	den	Markt

komme	und	ab	2017	richtig	durchstarten	werde,	hieß	es	am	Samstag	zur	Mobilfunk-

Messe	Mobile	World	Congress	in	Barcelona.	Die	Telekom	will	dabei	das	Hinzufügen

neuer	Geräte	zu	einem	Mobilfunk-Vertrag	erleichtern.	Dafür	soll	es	ausreichen,	den

Strichcode	auf	der	Verpackung	eines	neuen	Geräts	mit	dem	Smartphone

einzuscannen.

Die	SIM-Karten,	die	heute	zum	Beispiel	in	Handys	oder	Tablets	eingesteckt	werden,

sind	fest	auf	eine	Telefonnummer	bei	einem	bestimmten	Mobilfunk-Anbieter	eingestellt.

Schon	seit	mehreren	Jahren

wird	aber	an	direkt	in	die	Geräte	integrierten	Modulen	gearbeitet,	die	per	Funk	von

einem	Anbieter	auf	einen	anderen	umgestellt	werden	können.

Laut	Medienberichten	hätte	Apple	eine	solche	SIM	am	liebsten	bereits	vor	einigen

Jahren	ins	seine	iPhones	eingebaut	–	der	Plan	sei	damals	aber	am	Widerstand	der

Netzbetreiber	gescheitert.	Danach	kamen	die	umprogrammierbaren	Karten	zunächst

etwa	in	vernetzten	Autos	zum	Einsatz,	um	den	Betrieb	in	verschiedenen	Ländern	zu

erleichtern.	Im	vergangenen	Herbst	deutete	sich	bereits	eine	Wende	an:	Apple	verkauft

sein	neues	iPad-Modell	in	den	USA	und	Großbritannien	auch	mit	einer	einsteckbaren

SIM-Karte,	die	per	Funk	auf	verschiedene	Netzbetreiber	umgestellt	werden	kann.	Die

Telekom	ist	dabei	über	ihre	lokalen	Tochterfirmen	einer	der	Mobilfunk-Partner.

Grundsätzlich	sieht	die	Telekom	den	Anwendungsfall	für	die	eSIM	vor	allem	bei

vernetzten	Alltagsgegenständen.	Viele	von	ihnen	–	insbesondere	Textilien	–	könnten

gar	keine	herkömmlichen	SIM-Karten	aufnehmen.	Dabei	dürfe	es	jedoch	keinen

Wettlauf	von	Insel-Lösungen	geben,	betonte	Telekom-Vorstandsmitglied	Claudia

Nemat.	"Wir	brauchen	einen	offenen	eSIM-Standard."	(dpa)	/	(jkj)	
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Vodafone:	Absage	an	Apple	SIM

Die	Apple	SIM,	die	im	iPad	verschiedene	Mobilfunkanbieter	zur	Auswahl

stellt,	stößt	bei	Vodafone	nicht	auf	Gegenliebe.	Man	wolle…
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Der SIM-Karten-Hersteller Gemalto bestätigte
Angriffe von Geheimdiensten, bestreitet aber, dass
Verschlüsselungscodes entwendet wurden.
Experten zweifeln an den Aussagen.

„Unsere Ermittlungen haben ergeben, dass es in den Jahren
2010 und 2011 ausgeklügelte Angriffe auf unsere
Netzwerken gegeben hat und wir glauben, dass eine
Operation der NSA und des GCHQ stattgefunden hat.“ So
lautete am Mittwoch eine Stellungnahme des weltgrößten
Herstellers für SIM-Karten, der im Jahr rund zwei Milliarden
SIM-Karten produziert. Im Juni 2010 habe es eine
verdächtige Aktivität im französischen Netzwerk gegeben,
wo Dritte versucht haben, das Büronetzwerk
auszuspionieren, im Juli 2010 habe es auch direkte Angriffe
auf Rechner von Gemalto-Mitarbeitern gegeben.

Wie berichtet, sind die Geheimdienste völlig unbemerkt ins
Computernetzwerk des Herstellers eingedrungen und haben
die Verschlüsselung von SIM-Karten ausgelesen. Diesen
zweiten Aspekt bestreitet der SIM-Karten-Hersteller
allerdings. „Die Angreifer gegen Gemalto sind nur in die
Büronetzwerke vorgedrungen, ein massiver Diebstahl von
Verschlüsselungscodes von SIM-Karten ist ausgeschlossen.“

Milliarden-Aufträge in Gefahr
„Das ist der Versuch, sich rauszureden und den Vorfall
kleinzuspielen“, meint Adrian Dabrowsky,
Sicherheitsforscher von SBA Research, im Gespräch mit der
futurezone. Beim SIM-Kartenhersteller geht es schließlich
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Home > DuckDuckGo Blog posts > 2015 Open Source Donations

9 days and 1 hour ago posted by  yegg 

We just made our Free and Open Source Software (FOSS)

donations for 2015, totaling $125,000 across five projects.

Thank you for all the community nominations. 

Our primary focus this year was to support FOSS projects

that are bringing privacy tools to those who need them. We

chose four projects we think are of paramount importance to

achieving that goal:

$25,000 to The Freedom of the Press Foundation to support

SecureDrop, which "is an open-source whistleblower

submission system managed by Freedom of the Press

Foundation that media organizations use to securely accept

documents from anonymous sources. It was originally coded

by the late Aaron Swartz." SecureDrop installations are now

provided by over 15 media organizations, and we hope with

our donation that we can help them increase this number

significantly. 
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NCC	Group	to	audit	OpenSSL	for
security	holes
Summary:With	the	support	of	the	Linux	Foundation's	Core	Infrastructure	Initiative,	the	NCC

Group	will	be	auditing	OpenSSL's	source	code	for	problems.

By	Steven	J.	Vaughan-Nichols	for	Linux	and	Open	Source	|	March	7,	2015	--	21:02	GMT	(21:02

GMT)

OpenSSL,	arguably	the	world's	most	important	Web	security	library	with	its	support	for	Secure

Sockets	Layer	(SSL)	and	Transport	Layer	Security	(TLS)	in	such	popular	Web	servers	as	Apache	and

Nginx,	has	had	real	trouble.	First,	there	was	HeartBleed	and	more	recently	there	is	FREAK.	It's	been

one	serious	security	problem	after	another.	Now,	the	NCC	Group,	a	well-regarded	security	company,

will	be	auditing	OpenSSL's	code	to	catch	errors	before	they	appear	in	the	wild.

This	is	being	paid	for	by	the	Linux	Foundation's	Core	Infrastructure	Initiative	(CII).	The	CII	was	set	up

to	pay	for	essential,	but	woefully	underfunded,	open-source	projects	such	as	OpenSSL,	the	Network

Time	Protocol	(NTP),	and	OpenSSH.

Thomas	Ritter,	a	principal	security	engineer	at	NCC,	told	me	in	an	e-mail	that,	"We're	excited	to

announce	that	as	part	of	the	Linux	Foundation's	Core	Infrastructure	Initiative,	and	organized	by	the

Open	Crypto	Audit	Project,	Cryptography	Services	will	be	conducting	an	audit	of	OpenSSL.	This	is	an

amazing	opportunity	to	dive	deeply	into	one	of	the	pieces	of	software	that	so	much	of	the	world	relies

on,	and	we're	honored	to	have	been	chosen	to	conduct	it."

It's	long	been	known	that	the	OpenSSL	code	would	be	audited	but	there	have	been	no	details.	In

short,	no	one	had	answered	the	question,	"Who	was	going	to	bell	the	cat?"	Now	we	know.

Ritter	said	that,	given	the	efforts	OpenSSL	has	been	making

to	reformat	the	code,	"We	finally	feel	the	codebase	is	stable

enough	to	announce	and	undertake	this	now.	OpenSSL	has

been	reviewed	and	improved	by	the	Academic	community,

commercial	static	analyzer	companies,	and	validation

organizations,	and	individual	review	over	the	years,	but	this

audit	may	be	the	largest	effort	to	review	it,	and	is	definitely

the	most	public."

Specifically,	NCC	will	be	primarily	focusing	on	the	TLS	stacks,

covering	protocol	flow,	state	transitions,	and	memory

management.	The	group	will	also	be	looking	at	the	BIOs,	most

of	the	high-profile	cryptographic	algorithms,	and	setting	up

fuzzers	for	the	ASN.1	and	x509	parsers.

Ritter	concluded,	"While	the	audit	won't	cover	every	single	corner	of	the	codebase,	we	believe	it	will
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Adopting	Encryption:	The	Need	for	HTTPS
By	Brendan	Riordan-Butterworth	on	March	25,	2015	2:00	PM	|	Permalink	|	Comments

It’s	time	to	talk	about	security.	

In	fact,	last	year	was	the	time	to	talk	about	security.	From	 The	New	York	Times	to	Google,	the	call	went	out	for	websites	to	encrypt
communications	with	their	users,	protecting	the	integrity	and	privacy	of	information	exchanged	in	both	directions.	Even	the	U.S.
government	heard	this	call,	and	is	working	to	require	HTTPS	delivery	of	all	publicly	accessible	Federal	websites	and	web	services.

This	year,	the	advertising	industry	needs	to	finish	catching	up.	Many	ad	systems	are	already	supporting	HTTPS	-	a	survey	of	our
membership	late	last	year	showed	nearly	80%	of	member	ad	delivery	systems	supported	HTTPS.	That’s	a	good	start,	but	doesn’t
reflect	the	interconnectedness	of	the	industry.	A	publisher	moving	to	HTTPS	delivery	needs	every	tag	on	page,	whether	included
directly	or	indirectly,	to	support	HTTPS.	That	means	that	in	addition	to	their	ad	server,	the	agency	ad	server,	beacons	from	any	data
partners,	scripts	from	verification	and	brand	safety	tools,	and	any	other	system	required	by	the	supply	chain	also	needs	to	support
HTTPS.

Let’s	break	that	down	a	bit	more	-	once	a	website	decides	to	support	HTTPS,	they	need	to	make	sure	that	their	primary	ad	server
supports	encryption.	That	ad	server	will	sometimes	need	to	include	tags	from	brand	safety,	audience	and	viewability	measurement,
and	other	tools	-	all	of	which	also	need	to	support	encryption.	The	publisher’s	ad	server	will	often	direct	to	one	of	several	agency	ad
servers,	each	of	which	will	also	need	to	serve	over	HTTPS.	Each	agency	ad	server	also	may	include	a	variety	of	beacons	or	tags,
depending	on	how	the	deal	was	set	up,	all	of	which	similarly	need	to	have	encrypted	versions	available.	That’s	a	lot	of	dependencies
-	and	when	one	fails	to	support	HTTPS,	the	website	visitor’s	experience	is	impacted,	initiating	a	costly	search	for	the	failure	point	by
the	publisher.

While	the	need	to	support	HTTPS	delivery	will	only	continue	to	grow,	getting	there	isn’t	as	simple	as	flipping	a	switch.	As	those	who
have	already	adopted	know,	there’s	management	overhead	with	acquiring	certificates	and	making	sure	these	don’t	expire,	increased
resource	requirements	on	servers	to	handle	the	encryption,	and	other	costs.	Carnegie	Mellon	has	a	great	paper	on	some	of	the	more
esoteric	impacts	of	adopting	HTTPS.	It’s	therefore	important	that	you	communicate	your	experiences	developing	support	for
encrypted	delivery	with	those	who	haven’t.

A	core	function	of	HTTPS	is	to	prove	the	origin	of	a	resource	delivered	from	a	server	to	the	web	browser.	Each	server	delivering
encrypted	content	has	to	acquire	a	certificate	that’s	signed	by	a	trusted	authority	and	issued	to	their	specific	domain.	This	results	in
a	larger	set	of	consistent	identifiers	for	servers,	which	has	beneficial	implications	in	the	fight	against	malware	-	it’s	more	expensive
for	malware	peddlers	to	set	up	shop	on	an	HTTPS	server,	and	easier	to	identify	the	same	peddler	across	occurrences.

Adopting	encryption	on	public-facing	servers	is	an	important	step	in	protecting	the	privacy	and	security	of	the	public.	It	also	sets	the
stage	for	broader	support	of	server-to-server	encryption,	securing	our	business	communications	from	eavesdropping	when	they’re
routed	over	the	public	internet.	Here	at	the	IAB,	we	feel	that	broad	support	for	HTTPS	on	public	servers	is	a	best	practice	for	the
industry,	and	that	encrypted	communications	and	strong	origin	identifiers	are	of	growing	importance	as	we	tackle	issues	of	fraud,
malware,	and	piracy	as	a	part	of	the	Trustworthy	Accountability	Group	(TAG).		
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HTTPS	Everywhere	5.0
by	EFF	Technologists

Encrypt	the	web!	HTTPS	Everywhere	is	a	Firefox	extension	to	protect	your
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Reviews

by	JLX27	on	March	26,	2015	·	permalink	·	translate

not	available	for	firefox	36.0.1.....strange

Essential	for	Public	Wi-Fi 	
by	S.Patrix	on	January	9,	2011	·	permalink	·	translate

Really	a	good	extension,	and	essential	if	you	are	connected	to	a	public	wifi.

If	you	have	experience	with	XML	is	really	easy	to	add	new	websites	to	the	list,	but	if	you	are	not	get	used	to	it	results	to	be

tricky.

I'm	sure	it	will	be	enhanced	in	the	near	future,	but	it	already	a	MUST!

Good	Job!

I	was	wondering	if	there	is	a	way	to	quickly	enable/disable	the	extension	with	a	button	or	shortcut...	

any	idea?

by	gmastererik	on	January	2,	2011	·	permalink	·	translate

Very	helpful	for	added	security.	I	can't	believe	that	some	major	websites	don't	automatically	redirect	you	to	an	https	page.

« »
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news Tails	1.3	is	out

Tails 1.3 is out

Tails,	The	Amnesic	Incognito	Live	System,

version	1.3,	is	out.

This	release	fixes	numerous	security	issues	and

all	users	must	upgrade	as	soon	as	possible.

1.	 Changes

2.	 Known	issues

3.	 Download	or	upgrade

4.	 What's	coming	up?

Changes

New features

Electrum	is	an	easy	to	use	bitcoin	wallet.

You	can	use	the	Bitcoin	Client	persistence

feature	to	store	your	Electrum	configuration

and	wallet.

The	Tor	Browser	has	additional	operating	system	and	data	security.	This	security

restricts	reads	and	writes	to	a	limited	number	of	folders.	Learn	how	to	manipulate

files	with	the	new	Tor	Browser.

The	obfs4	pluggable	transport	is	now	available	to	connect	to	Tor	bridges.

Pluggable	transports	transform	the	Tor	traffic	between	the	client	and	the	bridge	to

help	disguise	Tor	traffic	from	censors.

Keyringer	lets	you	manage	and	share	secrets	using	OpenPGP	and	Git	from	the

command	line.

Upgrades and changes

English DE FR PT

Download

Tails 1.3.1
March 23, 2015
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"End-to-end #encryption is the only way, to 

increase security. Everything else is 

illusory."- DE-CIX Witness Klaus Landefeld. 
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@deCespedes This is an enormous market for wot.io and Cryptosoft.com
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@deCespedes @Thomas_Drake1 absolutely agree...solves many hacking 

problems
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