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Vier Ziele



1Vertraulichkeit

https://de.wikipedia.org/wiki/Vertraulichkeit


2Integrität

https://de.wikipedia.org/wiki/Integrit%25C3%25A4t_(Informationssicherheit)


3Authentizität

https://de.wikipedia.org/wiki/Authentizit%25C3%25A4t


4Nichtabstreitbarkeit

https://en.wikipedia.org/wiki/Non-repudiation
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Transportverschlüsselung 
!

 TLS 1.2  
 TLS 1.1  
 TLS 1.0  
 SSLv3  
 SSLv2 

https://www.bsi-fuer-buerger.de/BSIFB/DE/SicherheitImNetz/KommunikationUeberInternet/De-Mail/VorteileundFunktionen/Transportverschluesselung/transportverschluesselung_node.html
https://en.wikipedia.org/wiki/Transport_Layer_Security


OS X Support 10.6 - 10.8 
!

 TLS 1.2  
 TLS 1.1  
 TLS 1.0  
 SSLv3  
 SSLv2 

https://en.wikipedia.org/wiki/Transport_Layer_Security


OS X Support 10.9+ 
!

 TLS 1.2  
 TLS 1.1  
 TLS 1.0  
 SSLv3  
 SSLv2 

https://en.wikipedia.org/wiki/Transport_Layer_Security


iOS Support seit 5.0 
!

 TLS 1.2  
 TLS 1.1  
 TLS 1.0  
 SSLv3  
 SSLv2 

https://en.wikipedia.org/wiki/Transport_Layer_Security


 http://istheinternetonfire.com/ 

http://istheinternetonfire.com


Yep.



Weitergehen…



https://isitchristmas.com/

https://isitchristmas.com


NEIN



Voraussetzungen



RSA Schlüsselpaar
4096bit



Zertifikat
SHA-256



Server



Konfiguration



Ciphersuites



TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 
DHE-RSA-AES256-GCM-SHA384



ECDHE-RSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-SHA384:ECDHE-ECDSA-
AES256-SHA384:ECDHE-RSA-AES256-SHA:ECDHE-ECDSA-AES256-SHA:SRP-DSS-AES-256-CBC-SHA:SRP-RSA-AES-256-
CBC-SHA:SRP-AES-256-CBC-SHA:DHE-DSS-AES256-GCM-SHA384:DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES256-
SHA256:DHE-DSS-AES256-SHA256:DHE-RSA-AES256-SHA:DHE-DSS-AES256-SHA:DHE-RSA-CAMELLIA256-SHA:DHE-DSS-
CAMELLIA256-SHA:AECDH-AES256-SHA:ADH-AES256-GCM-SHA384:ADH-AES256-SHA256:ADH-AES256-SHA:ADH-
CAMELLIA256-SHA:ECDH-RSA-AES256-GCM-SHA384:ECDH-ECDSA-AES256-GCM-SHA384:ECDH-RSA-AES256-SHA384:ECDH-
ECDSA-AES256-SHA384:ECDH-RSA-AES256-SHA:ECDH-ECDSA-AES256-SHA:AES256-GCM-SHA384:AES256-
SHA256:AES256-SHA:CAMELLIA256-SHA:PSK-AES256-CBC-SHA:ECDHE-RSA-DES-CBC3-SHA:ECDHE-ECDSA-DES-CBC3-
SHA:SRP-DSS-3DES-EDE-CBC-SHA:SRP-RSA-3DES-EDE-CBC-SHA:SRP-3DES-EDE-CBC-SHA:EDH-RSA-DES-CBC3-SHA:EDH-
DSS-DES-CBC3-SHA:AECDH-DES-CBC3-SHA:ADH-DES-CBC3-SHA:ECDH-RSA-DES-CBC3-SHA:ECDH-ECDSA-DES-CBC3-
SHA:DES-CBC3-SHA:PSK-3DES-EDE-CBC-SHA:ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-GCM-
SHA256:ECDHE-RSA-AES128-SHA256:ECDHE-ECDSA-AES128-SHA256:ECDHE-RSA-AES128-SHA:ECDHE-ECDSA-AES128-
SHA:SRP-DSS-AES-128-CBC-SHA:SRP-RSA-AES-128-CBC-SHA:SRP-AES-128-CBC-SHA:DHE-DSS-AES128-GCM-
SHA256:DHE-RSA-AES128-GCM-SHA256:DHE-RSA-AES128-SHA256:DHE-DSS-AES128-SHA256:DHE-RSA-AES128-SHA:DHE-
DSS-AES128-SHA:DHE-RSA-SEED-SHA:DHE-DSS-SEED-SHA:DHE-RSA-CAMELLIA128-SHA:DHE-DSS-CAMELLIA128-
SHA:AECDH-AES128-SHA:ADH-AES128-GCM-SHA256:ADH-AES128-SHA256:ADH-AES128-SHA:ADH-SEED-SHA:ADH-
CAMELLIA128-SHA:ECDH-RSA-AES128-GCM-SHA256:ECDH-ECDSA-AES128-GCM-SHA256:ECDH-RSA-AES128-SHA256:ECDH-
ECDSA-AES128-SHA256:ECDH-RSA-AES128-SHA:ECDH-ECDSA-AES128-SHA:AES128-GCM-SHA256:AES128-
SHA256:AES128-SHA:SEED-SHA:CAMELLIA128-SHA:PSK-AES128-CBC-SHA:ECDHE-RSA-RC4-SHA:ECDHE-ECDSA-RC4-
SHA:AECDH-RC4-SHA:ADH-RC4-MD5:ECDH-RSA-RC4-SHA:ECDH-ECDSA-RC4-SHA:RC4-SHA:RC4-MD5:PSK-RC4-SHA:EDH-
RSA-DES-CBC-SHA:EDH-DSS-DES-CBC-SHA:ADH-DES-CBC-SHA:DES-CBC-SHA:EXP-EDH-RSA-DES-CBC-SHA:EXP-EDH-DSS-
DES-CBC-SHA:EXP-ADH-DES-CBC-SHA:EXP-DES-CBC-SHA:EXP-RC2-CBC-MD5:EXP-ADH-RC4-MD5:EXP-RC4-MD5

$ openssl ciphers ALL



DHE-RSA-AES256-GCM-SHA384:DHE-
RSA-AES256-SHA256:ECDHE-RSA-
AES256-GCM-SHA384:ECDHE-RSA-

AES256-SHA384:DHE-RSA-
CAMELLIA256-SHA:DHE-RSA-AES256-

SHA:ECDHE-RSA-AES256-SHA



Testen



httpsecure



httpstinkt



Testen
Testen, Testen, Testen



Webserver
https://SSLLabs.com/

https://SSLLabs.com
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Home  Projects  Qualys.com  Contact

Overall Rating

A-

Assessed on:  Sat Sep 27 00:19:12 UTC 2014 | HIDDEN | Clear cache Scan Another »

You are here:  Home > Projects > SSL Server Test > macoun.de

SSL Report: macoun.de (95.143.172.231)

Summary

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

Certificate uses SHA1. When renewing, ensure you upgrade to SHA256.  MORE INFO »

The server does not support Forward Secrecy with the reference browsers. Grade reduced to A-.  MORE INFO »

This site works only in browsers with SNI support.

Authentication

Server Key and Certificate #1

Common names www.macoun.de

Alternative names www.macoun.de macoun.de

Prefix handling Both (with and without WWW)

Valid from Thu May 08 18:57:25 UTC 2014

Valid until Sat May 09 22:38:45 UTC 2015 (expires in 7 months and 14 days)

Key RSA 2048 bits

Weak key (Debian) No

Issuer StartCom Class 1 Primary Intermediate Server CA

Signature algorithm SHA1withRSA   WEAK

Extended Validation No

Revocation information CRL, OCSP

Revocation status Good (not revoked)

Trusted Yes

Additional Certificates (if supplied)

Certificates provided 2 (3210 bytes)

0 20 40 60 80 100

Certificate  100

Protocol Support  90

Key Exchange  80

Cipher Strength  90
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Subject SHA1:  f691fc87efb3135354225a10e127e911d1c7f8cf

Valid  until Tue  Oct  24  20:54:17  UTC  2017  (expires  in  3  years  and  2  months)

Key RSA  2048  bits

Issuer StartCom  Certification  Authority

Signature  algorithm SHA1withRSA

Certification  Paths

Path  #1:  Trusted

1 Sent  by  server

www.macoun.de  

SHA1:  46385e55450c4dde748cb999bc41aed5daf7c9a7  

RSA  2048  bits  /  SHA1withRSA

2 Sent  by  server

StartCom  Class  1  Primary  Intermediate  Server  CA  

SHA1:  f691fc87efb3135354225a10e127e911d1c7f8cf  

RSA  2048  bits  /  SHA1withRSA

3 In  trust  store

StartCom  Certification  Authority  

SHA1:  a3f1333fe242bfcfc5d14e8f394298406810d1a0  

RSA  4096  bits  /  SHA256withRSA

Path  #2:  Trusted

1 Sent  by  server

www.macoun.de  

SHA1:  46385e55450c4dde748cb999bc41aed5daf7c9a7  

RSA  2048  bits  /  SHA1withRSA

2 Sent  by  server

StartCom  Class  1  Primary  Intermediate  Server  CA  

SHA1:  f691fc87efb3135354225a10e127e911d1c7f8cf  

RSA  2048  bits  /  SHA1withRSA

3 In  trust  store

StartCom  Certification  Authority  

SHA1:  3e2bf7f2031b96f38ce6c4d8a85d3e2d58476a0f  

RSA  4096  bits  /  SHA1withRSA

Configuration

Protocols

TLS  1.2 Yes

TLS  1.1 Yes

TLS  1.0 Yes

SSL  3  2 Yes

SSL  2 No

(2)  This  site  requires  support  for  virtual  SSL  hosting,  but  SSL  2.0  and  SSL  3.0  do  not  support  this  feature.

Cipher  Suites  (SSL  3+  suites  in  server-preferred  order;;  deprecated  and  SSL  2  suites  always  at  the  end)

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384  (0x9f)      DH  1024  bits  (p:  128,  g:  1,  Ys:  128)      FS 256

TLS_DHE_RSA_WITH_AES_256_CBC_SHA256  (0x6b)      DH  1024  bits  (p:  128,  g:  1,  Ys:  128)      FS 256

TLS_DHE_RSA_WITH_AES_256_CBC_SHA  (0x39)      DH  1024  bits  (p:  128,  g:  1,  Ys:  128)      FS 256

TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA  (0x88)      DH  1024  bits  (p:  128,  g:  1,  Ys:  128)      FS 256

TLS_DHE_RSA_WITH_AES_128_GCM_SHA256  (0x9e)      DH  1024  bits  (p:  128,  g:  1,  Ys:  128)      FS 128

TLS_DHE_RSA_WITH_AES_128_CBC_SHA256  (0x67)      DH  1024  bits  (p:  128,  g:  1,  Ys:  128)      FS 128

TLS_DHE_RSA_WITH_AES_128_CBC_SHA  (0x33)      DH  1024  bits  (p:  128,  g:  1,  Ys:  128)      FS 128

TLS_DHE_RSA_WITH_SEED_CBC_SHA  (0x9a)      DH  1024  bits  (p:  128,  g:  1,  Ys:  128)      FS 128

TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA  (0x45)      DH  1024  bits  (p:  128,  g:  1,  Ys:  128)      FS 128

TLS_RSA_WITH_AES_256_GCM_SHA384  (0x9d) 256

TLS_RSA_WITH_AES_128_GCM_SHA256  (0x9c) 128

TLS_RSA_WITH_AES_256_CBC_SHA256  (0x3d) 256
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TLS_RSA_WITH_AES_256_CBC_SHA  (0x35) 256

TLS_RSA_WITH_CAMELLIA_256_CBC_SHA  (0x84) 256

TLS_RSA_WITH_AES_128_CBC_SHA256  (0x3c) 128

TLS_RSA_WITH_AES_128_CBC_SHA  (0x2f) 128

TLS_RSA_WITH_CAMELLIA_128_CBC_SHA  (0x41) 128

TLS_RSA_WITH_SEED_CBC_SHA  (0x96) 128

TLS_RSA_WITH_IDEA_CBC_SHA  (0x7) 128

TLS_RSA_WITH_IDEA_CBC_SHA  (0x7) 128

Handshake  Simulation

Android  2.3.7      No  SNI  2 TLS  1.0 TLS_DHE_RSA_WITH_AES_128_CBC_SHA  (0x33)      FS 128

Android  4.0.4 TLS  1.0 TLS_DHE_RSA_WITH_AES_256_CBC_SHA  (0x39)      FS 256

Android  4.1.1 TLS  1.0 TLS_DHE_RSA_WITH_AES_256_CBC_SHA  (0x39)      FS 256

Android  4.2.2 TLS  1.0 TLS_DHE_RSA_WITH_AES_256_CBC_SHA  (0x39)      FS 256

Android  4.3 TLS  1.0 TLS_DHE_RSA_WITH_AES_256_CBC_SHA  (0x39)      FS 256

Android  4.4.2 TLS  1.2 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384  (0x9f)      FS 256

BingBot  Dec  2013      No  SNI  2 TLS  1.0 TLS_RSA_WITH_AES_256_CBC_SHA  (0x35)      No  FS 256

BingPreview  Jun  2014 TLS  1.0 TLS_DHE_RSA_WITH_AES_256_CBC_SHA  (0x39)      FS 256

Chrome  36  /  Win  7    R TLS  1.2 TLS_DHE_RSA_WITH_AES_256_CBC_SHA  (0x39)      FS 256

Firefox  24.2.0  ESR  /  Win  7 TLS  1.0 TLS_DHE_RSA_WITH_AES_256_CBC_SHA  (0x39)      FS 256

Firefox  31  /  OS  X    R TLS  1.2 TLS_DHE_RSA_WITH_AES_256_CBC_SHA  (0x39)      FS 256

Googlebot  Jun  2014 TLS  1.0 TLS_DHE_RSA_WITH_AES_256_CBC_SHA  (0x39)      FS 256

IE  6  /  XP      No  FS  1      No  SNI  2 Protocol  or  cipher  suite  mismatch Fail3

IE  7  /  Vista TLS  1.0 TLS_RSA_WITH_AES_256_CBC_SHA  (0x35)      No  FS 256

IE  8  /  XP      No  FS  1      No  SNI  2 Protocol  or  cipher  suite  mismatch Fail3

IE  8-10  /  Win  7    R TLS  1.0 TLS_RSA_WITH_AES_256_CBC_SHA  (0x35)      No  FS 256

IE  11  /  Win  7    R TLS  1.2 TLS_RSA_WITH_AES_256_CBC_SHA256  (0x3d)      No  FS 256

IE  11  /  Win  8.1    R TLS  1.2 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384  (0x9f)      FS 256

IE  Mobile  10  /  Win  Phone  8.0 TLS  1.0 TLS_RSA_WITH_AES_256_CBC_SHA  (0x35)      No  FS 256

IE  Mobile  11  /  Win  Phone  8.1 TLS  1.2 TLS_RSA_WITH_AES_256_CBC_SHA256  (0x3d)      No  FS 256

Java  6u45      No  SNI  2 TLS  1.0 TLS_DHE_RSA_WITH_AES_128_CBC_SHA  (0x33)      FS 128

Java  7u25 TLS  1.0 TLS_DHE_RSA_WITH_AES_128_CBC_SHA  (0x33)      FS 128

Java  8b132 TLS  1.2 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256  (0x9e)      FS 128

OpenSSL  0.9.8y TLS  1.0 TLS_DHE_RSA_WITH_AES_256_CBC_SHA  (0x39)      FS 256

OpenSSL  1.0.1h TLS  1.2 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384  (0x9f)      FS 256

Safari  5.1.9  /  OS  X  10.6.8 TLS  1.0 TLS_DHE_RSA_WITH_AES_256_CBC_SHA  (0x39)      FS 256

Safari  6  /  iOS  6.0.1    R TLS  1.2 TLS_DHE_RSA_WITH_AES_256_CBC_SHA256  (0x6b)      FS 256

Safari  7  /  iOS  7.1    R TLS  1.2 TLS_DHE_RSA_WITH_AES_256_CBC_SHA256  (0x6b)      FS 256

Safari  8  /  iOS  8.0  Beta    R TLS  1.2 TLS_DHE_RSA_WITH_AES_256_CBC_SHA256  (0x6b)      FS 256

Safari  6.0.4  /  OS  X  10.8.4    R TLS  1.0 TLS_DHE_RSA_WITH_AES_256_CBC_SHA  (0x39)      FS 256

Safari  7  /  OS  X  10.9    R TLS  1.2 TLS_DHE_RSA_WITH_AES_256_CBC_SHA256  (0x6b)      FS 256

Yahoo  Slurp  Jun  2014      No  SNI  2 TLS  1.2 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384  (0x9f)      FS 256

YandexBot  May  2014 TLS  1.0 TLS_DHE_RSA_WITH_AES_256_CBC_SHA  (0x39)      FS 256

(1)  Clients  that  do  not  support  Forward  Secrecy  (FS)  are  excluded  when  determining  support  for  it.

(2)  No  support  for  virtual  SSL  hosting  (SNI).  Connects  to  the  default  site  if  the  server  uses  SNI.

(3)  Only  first  connection  attempt  simulated.  Browsers  tend  to  retry  with  a  lower  protocol  version.

(R)  Denotes  a  reference  browser  or  client,  with  which  we  expect  better  effective  security.

(All)  We  use  defaults,  but  some  platforms  do  not  use  their  best  protocols  and  features  (e.g.,  Java  6  &  7,  older  IE).

Protocol  Details

Secure  Renegotiation Supported
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Secure  Client-Initiated  Renegotiation No

Insecure  Client-Initiated  Renegotiation No

BEAST  attack Not  mitigated  server-side  (more  info)      SSL  3:  0x39,  TLS  1.0:  0x39

TLS  compression No

RC4 No

Heartbeat  (extension) Yes

Heartbleed  (vulnerability) No  (more  info)

OpenSSL  CCS  vuln.  (CVE-2014-0224) No  (more  info)

Forward  Secrecy With  some  browsers  (more  info)

Next  Protocol  Negotiation No

Session  resumption  (caching) Yes

Session  resumption  (tickets) Yes

OCSP  stapling No

Strict  Transport  Security  (HSTS) No

Long  handshake  intolerance No

TLS  extension  intolerance No

TLS  version  intolerance TLS  2.98  

SSL  2  handshake  compatibility Yes

Miscellaneous

Test  date Sat  Aug  23  23:36:18  UTC  2014

Test  duration 98.396  seconds

HTTP  status  code 200

HTTP  server  signature Apache/2.2.15  (CentOS)

Server  hostname bootes.uberspace.de

PCI  compliant Yes

FIPS-ready No

SSL  Report  v1.10.27

Copyright  ©  2009-2014  Qualys,  Inc.  All  Rights  Reserved. Terms  and  Conditions
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Home  Projects  Qualys.com  Contact

Overall Rating

C

Assessed on:  Fri Sep 26 18:23:02 UTC 2014 | Clear cache Scan Another »

You are here:  Home > Projects > SSL Server Test > nsa.gov

SSL Report: nsa.gov (23.39.50.161)

Summary

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

Certificate uses SHA1. When renewing, ensure you upgrade to SHA256.  MORE INFO »

The server does not support Forward Secrecy with the reference browsers.  MORE INFO »

Authentication

Server Key and Certificate #1

Common names www.nsa.gov

Alternative names www2.nsa.gov www.nsa.gov nsa.gov

Prefix handling Both (with and without WWW)

Valid from Fri Apr 18 16:46:53 UTC 2014

Valid until Tue Oct 21 04:48:03 UTC 2014 (expires in 23 days, 18 hours)

Key RSA 2048 bits

Weak key (Debian) No

Issuer GeoTrust SSL CA

Signature algorithm SHA1withRSA   WEAK

Extended Validation No

Revocation information CRL, OCSP

Revocation status Good (not revoked)

Trusted Yes

Additional Certificates (if supplied)

Certificates provided 2 (2317 bytes)

Chain issues None

#2

0 20 40 60 80 100

Certificate  100

Protocol Support  90

Key Exchange  40

Cipher Strength  60
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Home   Projects   Qualys.com   Contact

Assessed  on:    Fri  Sep  26  13:36:00  UTC  2014  |  HIDDEN  |  Clear  cache Scan  Another  »

You  are  here:    Home  >  Projects  >  SSL  Server  Test  >  openbsd.org

SSL  Report:  openbsd.org  (129.128.5.194)

Assessment  failed:  Unable  to  connect  to  server

Known  Problems

There  are  some  errors  that  we  cannot  fix  properly  in  the  current  version.  They  will  be  addressed  in  the  next  generation  version,  which  is  currently  being

developed.

No  secure  protocols  supported  -  if  you  get  this  message,  but  you  know  that  the  site  supports  SSL,  wait  until  the  cache  expires  on  its  own,  then  try

again,  making  sure  the  hostname  you  enter  uses  the  "www"  prefix  (e.g.,  "www.ssllabs.com",  not  just  "ssllabs.com").

no  more  data  allowed  for  version  1  certificate  -  the  certificate  is  invalid;;  it  is  declared  as  version  1,  but  uses  extensions,  which  were  introduced  in

version  3.  Browsers  might  ignore  this  problem,  but  our  parser  is  strict  and  refuses  to  proceed.  We'll  try  to  find  a  different  parser  to  avoid  this  problem.

Failed  to  obtain  certificate  and  Internal  Error  -  errors  of  this  type  will  often  be  reported  for  servers  that  use  connection  rate  limits  or  block

connections  in  response  to  unusual  traffic.  Problems  of  this  type  are  very  difficult  to  diagnose.  If  you  have  access  to  the  server  being  tested,  before

reporting  a  problem  to  us,  please  check  that  there  is  no  rate  limiting  or  IDS  in  place.

NetScaler  issues  -  some  NetScaler  versions  appear  to  reject  SSL  handshakes  that  do  not  include  certain  suites  or  handshakes  that  use  a  few

suites.  If  the  test  is  failing  and  there  is  a  NetScaler  load  balancer  in  place,  that's  most  likely  the  reason.

Unexpected  failure  -  our  tests  are  designed  to  fail  when  unusual  results  are  observed.  This  usually  happens  when  there  are  multiple  TLS  servers

behind  the  same  IP  address.  In  such  cases  we  can't  provide  accurate  results,  which  is  why  we  fail.

Common  Error  Messages

Connect  timed  out  -  server  did  not  respond  to  our  connection  request,  sometimes  before  we  are  dynamically  blocked  when  our  tests  are  detected

No  route  to  host  -  unable  to  reach  the  server

Unable  to  connect  to  server  -  failed  to  connect  to  the  server

Connection  reset  -  we  got  disconnected  from  the  server

Unrecognized  SSL  message,  plaintext  connection?  -  the  server  responded  with  plain-text  HTTP  on  HTTPS  port

Received  fatal  alert:  handshake_failure  -  this  is  either  a  faulty  SSL  server  or  some  other  server  listening  on  port  443;;  if  the  SSL  version  of  the  web

site  works  in  your  browser,  please  report  this  issue  to  us

SSL  Report  v1.10.31
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Assessed  on:    Fri  Sep  26  13:36:00  UTC  2014  |  HIDDEN  |  Clear  cache Scan  Another  »

You  are  here:    Home  >  Projects  >  SSL  Server  Test  >  openbsd.org

SSL  Report:  openbsd.org  (129.128.5.194)

Assessment  failed:  Unable  to  connect  to  server

Known  Problems

There  are  some  errors  that  we  cannot  fix  properly  in  the  current  version.  They  will  be  addressed  in  the  next  generation  version,  which  is  currently  being

developed.

No  secure  protocols  supported  -  if  you  get  this  message,  but  you  know  that  the  site  supports  SSL,  wait  until  the  cache  expires  on  its  own,  then  try

again,  making  sure  the  hostname  you  enter  uses  the  "www"  prefix  (e.g.,  "www.ssllabs.com",  not  just  "ssllabs.com").

no  more  data  allowed  for  version  1  certificate  -  the  certificate  is  invalid;;  it  is  declared  as  version  1,  but  uses  extensions,  which  were  introduced  in

version  3.  Browsers  might  ignore  this  problem,  but  our  parser  is  strict  and  refuses  to  proceed.  We'll  try  to  find  a  different  parser  to  avoid  this  problem.

Failed  to  obtain  certificate  and  Internal  Error  -  errors  of  this  type  will  often  be  reported  for  servers  that  use  connection  rate  limits  or  block

connections  in  response  to  unusual  traffic.  Problems  of  this  type  are  very  difficult  to  diagnose.  If  you  have  access  to  the  server  being  tested,  before

reporting  a  problem  to  us,  please  check  that  there  is  no  rate  limiting  or  IDS  in  place.

NetScaler  issues  -  some  NetScaler  versions  appear  to  reject  SSL  handshakes  that  do  not  include  certain  suites  or  handshakes  that  use  a  few

suites.  If  the  test  is  failing  and  there  is  a  NetScaler  load  balancer  in  place,  that's  most  likely  the  reason.

Unexpected  failure  -  our  tests  are  designed  to  fail  when  unusual  results  are  observed.  This  usually  happens  when  there  are  multiple  TLS  servers

behind  the  same  IP  address.  In  such  cases  we  can't  provide  accurate  results,  which  is  why  we  fail.

Common  Error  Messages

Connect  timed  out  -  server  did  not  respond  to  our  connection  request,  sometimes  before  we  are  dynamically  blocked  when  our  tests  are  detected

No  route  to  host  -  unable  to  reach  the  server

Unable  to  connect  to  server  -  failed  to  connect  to  the  server

Connection  reset  -  we  got  disconnected  from  the  server

Unrecognized  SSL  message,  plaintext  connection?  -  the  server  responded  with  plain-text  HTTP  on  HTTPS  port

Received  fatal  alert:  handshake_failure  -  this  is  either  a  faulty  SSL  server  or  some  other  server  listening  on  port  443;;  if  the  SSL  version  of  the  web

site  works  in  your  browser,  please  report  this  issue  to  us

SSL  Report  v1.10.31

Copyright  ©  2009-2014  Qualys,  Inc.  All  Rights  Reserved. Terms  and  Conditions
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Assessed  on:    Fri  Sep  26  13:36:00  UTC  2014  |  HIDDEN  |  Clear  cache Scan  Another  »

You  are  here:    Home  >  Projects  >  SSL  Server  Test  >  openbsd.org

SSL  Report:  openbsd.org  (129.128.5.194)

Assessment  failed:  Unable  to  connect  to  server

Known  Problems

There  are  some  errors  that  we  cannot  fix  properly  in  the  current  version.  They  will  be  addressed  in  the  next  generation  version,  which  is  currently  being

developed.

No  secure  protocols  supported  -  if  you  get  this  message,  but  you  know  that  the  site  supports  SSL,  wait  until  the  cache  expires  on  its  own,  then  try

again,  making  sure  the  hostname  you  enter  uses  the  "www"  prefix  (e.g.,  "www.ssllabs.com",  not  just  "ssllabs.com").

no  more  data  allowed  for  version  1  certificate  -  the  certificate  is  invalid;;  it  is  declared  as  version  1,  but  uses  extensions,  which  were  introduced  in

version  3.  Browsers  might  ignore  this  problem,  but  our  parser  is  strict  and  refuses  to  proceed.  We'll  try  to  find  a  different  parser  to  avoid  this  problem.

Failed  to  obtain  certificate  and  Internal  Error  -  errors  of  this  type  will  often  be  reported  for  servers  that  use  connection  rate  limits  or  block

connections  in  response  to  unusual  traffic.  Problems  of  this  type  are  very  difficult  to  diagnose.  If  you  have  access  to  the  server  being  tested,  before

reporting  a  problem  to  us,  please  check  that  there  is  no  rate  limiting  or  IDS  in  place.

NetScaler  issues  -  some  NetScaler  versions  appear  to  reject  SSL  handshakes  that  do  not  include  certain  suites  or  handshakes  that  use  a  few

suites.  If  the  test  is  failing  and  there  is  a  NetScaler  load  balancer  in  place,  that's  most  likely  the  reason.

Unexpected  failure  -  our  tests  are  designed  to  fail  when  unusual  results  are  observed.  This  usually  happens  when  there  are  multiple  TLS  servers

behind  the  same  IP  address.  In  such  cases  we  can't  provide  accurate  results,  which  is  why  we  fail.

Common  Error  Messages

Connect  timed  out  -  server  did  not  respond  to  our  connection  request,  sometimes  before  we  are  dynamically  blocked  when  our  tests  are  detected

No  route  to  host  -  unable  to  reach  the  server

Unable  to  connect  to  server  -  failed  to  connect  to  the  server

Connection  reset  -  we  got  disconnected  from  the  server

Unrecognized  SSL  message,  plaintext  connection?  -  the  server  responded  with  plain-text  HTTP  on  HTTPS  port

Received  fatal  alert:  handshake_failure  -  this  is  either  a  faulty  SSL  server  or  some  other  server  listening  on  port  443;;  if  the  SSL  version  of  the  web

site  works  in  your  browser,  please  report  this  issue  to  us

SSL  Report  v1.10.31
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Home  Projects  Qualys.com  Contact

Overall Rating

A+

Assessed on:  Mon Jul 28 06:42:17 UTC 2014 | Clear cache Scan Another »

You are here:  Home > Projects > SSL Server Test > isitchristmas.com

SSL Report: isitchristmas.com (54.235.64.112)

Summary

Documentation: SSL/TLS Deployment Best Practices, SSL Server Rating Guide, and OpenSSL Cookbook.

This server supports HTTP Strict Transport Security with long duration. Grade set to A+.  MORE INFO »

This server is not vulnerable to the Heartbleed attack.

Experimental: This server is not vulnerable to the OpenSSL CCS vulnerability (CVE-2014-0224).

Authentication

Server Key and Certificate #1

Common names www.isitchristmas.com

Alternative names www.isitchristmas.com isitchristmas.com

Prefix handling Both (with and without WWW)

Valid from Tue Apr 08 18:27:21 UTC 2014

Valid until Fri Apr 08 11:47:28 UTC 2016 (expires in 1 year and 8 months)

Key RSA 2048 bits

Weak key (Debian) No

Issuer StartCom Class 2 Primary Intermediate Server CA

Signature algorithm SHA1withRSA

Extended Validation No

Revocation information CRL, OCSP

Revocation status Good (not revoked)

Trusted Yes

Additional Certificates (if supplied)

Certificates provided 2 (3314 bytes)

Chain issues None

#2

Subject
StartCom Class 2 Primary Intermediate Server CA 

SHA1: a1ace4046b6e332232b87ecfb6f37a0763720147

0 20 40 60 80 100

Certificate  100

Protocol Support  95

Key Exchange  90

Cipher Strength  90

https://www.ssllabs.com/ssltest/analyze.html?d=https://isitchristmas.com%26ignoreMismatch=on
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Home  Projects  Qualys.com  Contact

Overall Rating

F

Assessed on:  Sat Sep 27 00:27:51 UTC 2014 | HIDDEN | Clear cache Scan Another »

You are here:  Home > Projects > SSL Server Test > ecb.europa.eu

SSL Report: ecb.europa.eu (184.25.151.166)

Summary

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

This server supports SSL 2, which is obsolete and insecure. Grade set to F.

Certificate uses SHA1. When renewing, ensure you upgrade to SHA256.  MORE INFO »

The server does not support Forward Secrecy with the reference browsers.  MORE INFO »

Authentication

Server Key and Certificate #1

Common names www.ecb.europa.eu

Alternative names www.ecb.europa.eu www.ecb.int www.ecb.de www.ecb.eu

Prefix handling Not required for subdomains

Valid from Wed Aug 14 00:00:00 UTC 2013

Valid until Thu Aug 18 12:00:00 UTC 2016 (expires in 1 year and 10 months)

Key RSA 2048 bits

Weak key (Debian) No

Issuer DigiCert High Assurance CA-3

Signature algorithm SHA1withRSA   WEAK

Extended Validation No

Revocation information CRL, OCSP

Revocation status Good (not revoked)

Trusted Yes

Additional Certificates (if supplied)

Certificates provided 2 (2992 bytes)

0 20 40 60 80 100

Certificate  100

Protocol Support  0

Key Exchange  90

Cipher Strength  90
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Key RSA  2048  bits

Issuer DigiCert  High  Assurance  EV  Root  CA

Signature  algorithm SHA1withRSA      WEAK

Certification  Paths

Path  #1:  Trusted

1 Sent  by  server

www.ecb.europa.eu  

SHA1:  765d912b1ff447edd33da5224ea1d8af2877dc3a  

RSA  2048  bits  /  SHA1withRSA  

WEAK  SIGNATURE

2 Sent  by  server

DigiCert  High  Assurance  CA-3  

SHA1:  42857855fb0ea43f54c9911e30e7791d8ce82705  

RSA  2048  bits  /  SHA1withRSA  

WEAK  SIGNATURE

3 In  trust  store

DigiCert  High  Assurance  EV  Root  CA  

SHA1:  5fb7ee0633e259dbad0c4c9ae6d38f1a61c7dc25  

RSA  2048  bits  /  SHA1withRSA  

Weak  or  insecure  signature,  but  no  impact  on  root  certificates

Configuration

Protocols

TLS  1.2 Yes

TLS  1.1 Yes

TLS  1.0 Yes

SSL  3 Yes

SSL  2      INSECURE Yes

Cipher  Suites  (SSL  3+  suites  in  server-preferred  order;;  deprecated  and  SSL  2  suites  always  at  the  end)

TLS_RSA_WITH_AES_128_CBC_SHA  (0x2f) 128

TLS_RSA_WITH_AES_256_CBC_SHA  (0x35) 256

TLS_RSA_WITH_3DES_EDE_CBC_SHA  (0xa) 112

TLS_RSA_WITH_RC4_128_MD5  (0x4) 128

TLS_RSA_WITH_RC4_128_SHA  (0x5) 128

SSL_CK_RC4_128_WITH_MD5  (0x10080)      INSECURE 128

Handshake  Simulation

Android  2.3.7      No  SNI  2 TLS  1.0 TLS_RSA_WITH_AES_128_CBC_SHA  (0x2f)      No  FS 128

Android  4.0.4 TLS  1.0 TLS_RSA_WITH_AES_128_CBC_SHA  (0x2f)      No  FS 128

Android  4.1.1 TLS  1.0 TLS_RSA_WITH_AES_128_CBC_SHA  (0x2f)      No  FS 128

Android  4.2.2 TLS  1.0 TLS_RSA_WITH_AES_128_CBC_SHA  (0x2f)      No  FS 128

Android  4.3 TLS  1.0 TLS_RSA_WITH_AES_128_CBC_SHA  (0x2f)      No  FS 128

Android  4.4.2 TLS  1.2 TLS_RSA_WITH_AES_128_CBC_SHA  (0x2f)      No  FS 128

BingBot  Dec  2013      No  SNI  2 TLS  1.0 TLS_RSA_WITH_AES_128_CBC_SHA  (0x2f)      No  FS 128

BingPreview  Jun  2014 TLS  1.0 TLS_RSA_WITH_AES_128_CBC_SHA  (0x2f)      No  FS 128

Chrome  37  /  OS  X    R TLS  1.2 TLS_RSA_WITH_AES_128_CBC_SHA  (0x2f)      No  FS 128

Firefox  24.2.0  ESR  /  Win  7 TLS  1.0 TLS_RSA_WITH_AES_128_CBC_SHA  (0x2f)      No  FS 128

Firefox  32  /  OS  X    R TLS  1.2 TLS_RSA_WITH_AES_128_CBC_SHA  (0x2f)      No  FS 128

Googlebot  Jun  2014 TLS  1.0 TLS_RSA_WITH_AES_128_CBC_SHA  (0x2f)      No  FS 128

IE  6  /  XP      No  FS  1      No  SNI  2 SSL  3 TLS_RSA_WITH_3DES_EDE_CBC_SHA  (0xa)      No  FS 112

IE  7  /  Vista TLS  1.0 TLS_RSA_WITH_AES_128_CBC_SHA  (0x2f)      No  FS 128
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