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Gemeinsamkeiten?



Alt



Klartext



Angst



WLAN

https://de.wikipedia.org/wiki/Wireless_Local_Area_Network
https://de.wikipedia.org/wiki/Wireless_Local_Area_Network


Internet Provider

https://de.wikipedia.org/wiki/Internetdienstanbieter
https://de.wikipedia.org/wiki/Internetdienstanbieter
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https://www.youtube.com/watch?v=zi8VTeDHjcM
https://www.youtube.com/watch?v=zi8VTeDHjcM


Und nun?



Irefpuyüffryhat

https://de.wikipedia.org/wiki/Caesar-Verschl%25C3%25BCsselung
https://de.wikipedia.org/wiki/Caesar-Verschl%25C3%25BCsselung


Verschlüsselung

https://de.wikipedia.org/wiki/Verschl%25C3%25BCsselung
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1Vertraulichkeit

https://de.wikipedia.org/wiki/Vertraulichkeit
https://de.wikipedia.org/wiki/Vertraulichkeit


2Integrität

https://de.wikipedia.org/wiki/Integrit%25C3%25A4t_(Informationssicherheit)
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3Authentizität

https://de.wikipedia.org/wiki/Authentizit%25C3%25A4t
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4Nichtabstreitbarkeit

https://en.wikipedia.org/wiki/Non-repudiation
https://en.wikipedia.org/wiki/Non-repudiation


Transportverschlüsselung

 TLS 1.2 
 TLS 1.1 
 TLS 1.0 
 SSLv3 
 SSLv2 

https://www.bsi-fuer-buerger.de/BSIFB/DE/SicherheitImNetz/KommunikationUeberInternet/De-Mail/VorteileundFunktionen/Transportverschluesselung/transportverschluesselung_node.html
https://www.bsi-fuer-buerger.de/BSIFB/DE/SicherheitImNetz/KommunikationUeberInternet/De-Mail/VorteileundFunktionen/Transportverschluesselung/transportverschluesselung_node.html
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Testen



Webserver testen
https://ssllabs.com/ssltest
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9/20/2014 Qualys SSL Labs - Projects / SSL Server Test / nsa.gov

https://www.ssllabs.com/ssltest/analyze.html?d=nsa.gov&hideResults=on&ignoreMismatch=on 1/4

Home   Projects   Qualys.com   Contact

Overall  Rating

C

Assessed  on:    Sat  Sep  20  20:37:28  UTC  2014  |  HIDDEN  |  Clear  cache Scan  Another  »

You  are  here:    Home  >  Projects  >  SSL  Server  Test  >  nsa.gov

SSL  Report:  nsa.gov  (23.39.50.161)

Summary

Visit  our  documentation  page  for  more  information,  configuration  guides,  and  books.  Known  issues  are  documented  here.

Certificate  uses  SHA1.  When  renewing,  ensure  you  upgrade  to  SHA256.    MORE  INFO  »

The  server  does  not  support  Forward  Secrecy  with  the  reference  browsers.    MORE  INFO  »

Authentication

Server  Key  and  Certificate  #1

Common  names www.nsa.gov

Alternative  names www2.nsa.gov  www.nsa.gov  nsa.gov

Prefix  handling Both  (with  and  without  WWW)

Valid  from Fri  Apr  18  16:46:53  UTC  2014

Valid  until Tue  Oct  21  04:48:03  UTC  2014  (expires  in  30  days,  8  hours)

Key RSA  2048  bits

Weak  key  (Debian) No

Issuer GeoTrust  SSL  CA

Signature  algorithm SHA1withRSA      WEAK

Extended  Validation No

Revocation  information CRL,  OCSP

Revocation  status Good  (not  revoked)

Trusted Yes

Additional  Certificates  (if  supplied)

Certificates  provided 2  (2317  bytes)

Chain  issues None

#2

Subject
GeoTrust  SSL  CA  

SHA1:  780a06f6e9b4061cad0c6502710606eb535f1c26

Valid  until Tue  Feb  18  22:39:26  UTC  2020  (expires  in  5  years  and  4  months)

Key RSA  2048  bits

0 20 40 60 80 100

Certificate    100

Protocol  Support    90

Key  Exchange    40

Cipher  Strength    60

https://www.ssllabs.com/ssltest/analyze.html?d=nsa.gov%26ignoreMismatch=on
https://www.ssllabs.com/ssltest/analyze.html?d=nsa.gov%26ignoreMismatch=on
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Home  Projects  Qualys.com  Contact

Overall Rating

A+

Assessed on:  Mon Jul 28 06:42:17 UTC 2014 | Clear cache Scan Another »

You are here:  Home > Projects > SSL Server Test > isitchristmas.com

SSL Report: isitchristmas.com (54.235.64.112)

Summary

Documentation: SSL/TLS Deployment Best Practices, SSL Server Rating Guide, and OpenSSL Cookbook.

This server supports HTTP Strict Transport Security with long duration. Grade set to A+.  MORE INFO »

This server is not vulnerable to the Heartbleed attack.

Experimental: This server is not vulnerable to the OpenSSL CCS vulnerability (CVE-2014-0224).

Authentication

Server Key and Certificate #1

Common names www.isitchristmas.com

Alternative names www.isitchristmas.com isitchristmas.com

Prefix handling Both (with and without WWW)

Valid from Tue Apr 08 18:27:21 UTC 2014

Valid until Fri Apr 08 11:47:28 UTC 2016 (expires in 1 year and 8 months)

Key RSA 2048 bits

Weak key (Debian) No

Issuer StartCom Class 2 Primary Intermediate Server CA

Signature algorithm SHA1withRSA

Extended Validation No

Revocation information CRL, OCSP

Revocation status Good (not revoked)

Trusted Yes

Additional Certificates (if supplied)

Certificates provided 2 (3314 bytes)

Chain issues None

#2

Subject
StartCom Class 2 Primary Intermediate Server CA 

SHA1: a1ace4046b6e332232b87ecfb6f37a0763720147

0 20 40 60 80 100

Certificate  100

Protocol Support  95

Key Exchange  90

Cipher Strength  90

https://www.ssllabs.com/ssltest/analyze.html?d=https://isitchristmas.com%26ignoreMismatch=on
https://www.ssllabs.com/ssltest/analyze.html?d=https://isitchristmas.com%26ignoreMismatch=on
https://www.ssllabs.com/ssltest/analyze.html?d=https://isitchristmas.com%26ignoreMismatch=on


9/20/2014 Qualys SSL Labs - Projects / SSL Server Test / ecb.europa.eu

https://www.ssllabs.com/ssltest/analyze.html?d=ecb.europa.eu&hideResults=on&ignoreMismatch=on 1/4

Home   Projects   Qualys.com   Contact

Overall  Rating

F

Assessed  on:    Sat  Sep  20  20:51:40  UTC  2014  |  HIDDEN  |  Clear  cache Scan  Another  »

You  are  here:    Home  >  Projects  >  SSL  Server  Test  >  ecb.europa.eu

SSL  Report:  ecb.europa.eu  (184.25.151.166)

Summary

Visit  our  documentation  page  for  more  information,  configuration  guides,  and  books.  Known  issues  are  documented  here.

This  server  supports  SSL  2,  which  is  obsolete  and  insecure.  Grade  set  to  F.

Certificate  uses  SHA1.  When  renewing,  ensure  you  upgrade  to  SHA256.    MORE  INFO  »

The  server  does  not  support  Forward  Secrecy  with  the  reference  browsers.    MORE  INFO  »

Authentication

Server  Key  and  Certificate  #1

Common  names www.ecb.europa.eu

Alternative  names www.ecb.europa.eu  www.ecb.int  www.ecb.de  www.ecb.eu

Prefix  handling Not  required  for  subdomains

Valid  from Wed  Aug  14  00:00:00  UTC  2013

Valid  until Thu  Aug  18  12:00:00  UTC  2016  (expires  in  1  year  and  10  months)

Key RSA  2048  bits

Weak  key  (Debian) No

Issuer DigiCert  High  Assurance  CA-3

Signature  algorithm SHA1withRSA      WEAK

Extended  Validation No

Revocation  information CRL,  OCSP

Revocation  status Good  (not  revoked)

Trusted Yes

Additional  Certificates  (if  supplied)

Certificates  provided 2  (2992  bytes)

Chain  issues None

#2

Subject
DigiCert  High  Assurance  CA-3  

SHA1:  42857855fb0ea43f54c9911e30e7791d8ce82705

Valid  until Sun  Apr  03  00:00:00  UTC  2022  (expires  in  7  years  and  6  months)

0 20 40 60 80 100

Certificate    100

Protocol  Support    0

Key  Exchange    90

Cipher  Strength    90

https://www.ssllabs.com/ssltest/analyze.html?d=ecb.europa.eu%26ignoreMismatch=on
https://www.ssllabs.com/ssltest/analyze.html?d=ecb.europa.eu%26ignoreMismatch=on
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