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Netzsperren
Zensur



4 technische Möglichkeiten



Alice Dave



1. DNS Fälschen



Domain Name Service



www.cryptoparty.at

http://www.cryptoparty.at
http://www.cryptoparty.at


www.cryptoparty.at has address 
178.209.52.175

http://www.cryptoparty.at
http://www.cryptoparty.at


kino.to



;; connection timed out;
no servers could be reached



kino.to has address 0.0.0.0



Unzensierten Nameserver 
verwenden



Google DNS

8.8.8.8
8.8.4.4



DNS Server Listen im Internet



Digital Courage
85.214.20.141



2. IP Blackholing
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www.cryptoparty.at has address 
178.209.52.175

http://www.cryptoparty.at
http://www.cryptoparty.at


178.209.52.175



Proxy



SOCKS
http
SSH



https Proxy



Alice Dave



VPN





Tor



Alice

unverschlüsselt
verschlüsselt

Bob

Jane



4. Deep Packet Inspection



GPG Key-Signing


