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Die TLS Ampel
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HTTP Response Header



Security Headers
https://securityheaders.io
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X-Frame-Options: DENY
X-Content-Type-Options: nosniff
X-XSS-Protection: 1;mode=block



# CSP
Content-Security-Policy 
"default-src 'self'; upgrade-
insecure-requests";



HTTPS only

# HSTS
strict-transport-security "max-age=31104000";
	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 includeSubDomains; preload;

# HPKP
Public-Key-Pins "pin-sha256=\"YOUR_HASH=\"; pin-sha256=
\"YOUR_BACKUP_HASH=\"; max-age=7776000; report-uri=\"https://
YOUR.REPORT.URL\""

https://YOUR.REPORT.URL
https://YOUR.REPORT.URL
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curl -I https://maclemon.at/
[-4|-6]



$ curl -I https://maclemon.at/
HTTP/2.0 200
server:nginx
date:Sun, 27 Mar 2016 12:50:15 GMT
content-type:text/html; charset=utf-8
content-length:134619
last-modified:Fri, 15 Jan 2016 12:15:53 GMT
vary:Accept-Encoding
etag:"5698e2f9-20ddb"
x-frame-options:DENY
x-content-type-options:nosniff
x-xss-protection:1; mode=block
strict-transport-security:max-age=31104000; includeSubDomains; preload
public-key-pins:max-age=2592000; pin-
sha256="rFfvG6DIxgDwHy4qfCVEnDKoFJ2XG3szxQHeeaRv9g8=";pin-sha256="gXaQqXAAR
+AjznLZGRlBAYOabhv/II5Bc+CL9e7Kpmg=";pin-sha256="5noWBr53rhdxeVxcQagM3hqYu
+Cw0m34VjrBo1Cu5Ag="
content-security-policy:upgrade-insecure-requests
accept-ranges:bytes

https://maclemon.at
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wget -S -O/dev/null https://maclemon.at/
[-4|-6]

https://maclemon.at
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$ wget -S -O/dev/null https://maclemon.at/
--2016-03-27 14:49:46--  https://maclemon.at/
Resolving maclemon.at (maclemon.at)... 86.59.70.21, 2001:470:6f:4ca:9a26:fb93:ba1c:e29a
Connecting to maclemon.at (maclemon.at)|86.59.70.21|:443... connected.
HTTP request sent, awaiting response...
  HTTP/1.1 200 OK
  Server: nginx
  Date: Sun, 27 Mar 2016 12:49:46 GMT
  Content-Type: text/html; charset=utf-8
  Content-Length: 134619
  Last-Modified: Fri, 15 Jan 2016 12:15:53 GMT
  Connection: keep-alive
  Vary: Accept-Encoding
  ETag: "5698e2f9-20ddb"
  X-Frame-Options: DENY
  X-Content-Type-Options: nosniff
  X-XSS-Protection: 1; mode=block
  strict-transport-security: max-age=31104000; includeSubDomains; preload
  Public-Key-Pins: max-age=2592000; pin-sha256="rFfvG6DIxgDwHy4qfCVEnDKoFJ2XG3szxQHeeaRv9g8=";pin-sha256="gXaQqXAAR
+AjznLZGRlBAYOabhv/II5Bc+CL9e7Kpmg=";pin-sha256="5noWBr53rhdxeVxcQagM3hqYu+Cw0m34VjrBo1Cu5Ag="
  Content-Security-Policy: upgrade-insecure-requests
  Accept-Ranges: bytes
Length: 134619 (131K) [text/html]
Saving to: ‘/dev/null’

/dev/null                                                                      100%
[=============================================================================>] 131.46K   509KB/s    in 0.3s

2016-03-27 14:49:47 (509 KB/s) - ‘/dev/null’ saved [134619/134619]
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High Tech Bridge
https://www.htbridge.com/websec/
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Browser



Qualys SSLLabs
https://www.ssllabs.com/ssltest/viewMyClient.html
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RC4 Test
https://rc4.io/
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Uni-Hannover
https://cc.dcsec.uni-hannover.de/

https://cc.dcsec.uni-hannover.de
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about:config



chrome://net-internals/
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httpd 2.4



mod_ssl
mod_header



mod_h2
HTTP/2



/etc/apache2/httpd.conf
  NameVirtualHost *:443
  # Linux / Windows
  # AcceptFilter http data
  AcceptFilter https data

  # FreeBSD
  # AcceptFilter http httpready
  # AcceptFilter https dataready

/etc/apache2/ports.conf
  Listen 443



<VirtualHost *:443>
  ServerName www.yoursite.com
  DocumentRoot /var/www/site
  SSLEngine on
  Protocols h2 http/1.1

  SSLCertificateFile /etc/ssl/certs/ssl-cert-snakeoil.pem
  SSLCertificateKeyFile /etc/ssl/private/ssl-cert-snakeoil.key
  SSLCertificateChainFile /etc/apache2/ssl.crt/server-ca.crt
  
  SSLProtocol All -SSLv2 -SSLv3
  SSLCipherSuite 'EDH+CAMELLIA:EDH+aRSA:EECDH+aRSA+AESGCM:EECDH
+aRSA+SHA384:EECDH+aRSA+SHA256:EECDH:
+CAMELLIA256:+AES256:+CAMELLIA128:+AES128:+SSLv3:!aNULL:!eNULL:!
LOW:!3DES:!MD5:!EXP:!PSK:!DSS:!RC4:!SEED:!ECDSA:CAMELLIA256-
SHA:AES256-SHA:CAMELLIA128-SHA:AES128-SHA'

http://www.yoursite.com
http://www.yoursite.com


  SSLHonorCipherOrder On
  SSLCompression off

  # TLS_DHE_
  SSLDHParametersFile /etc/ssl/dh4096.pem

</VirtualHost>



Security Header



# For HTTPS only

  # HSTS
  Header always set strict-transport-security "max-
age=15768000"

  # HPKP
  Header always set Public-Key-Pins "pin-sha256=\"YOUR_HASH=
\"; pin-sha256=\"YOUR_BACKUP_HASH=\"; max-age=7776000; 
report-uri=\"https://YOUR.REPORT.URL\""

https://YOUR.REPORT.URL
https://YOUR.REPORT.URL


# For HTTPS and HTTP

    Header always set  X-Frame-Options DENY
    Header always set  X-Content-Type-Options "nosniff"
    Header always set  X-XSS-Protection "1; mode=block"

# CSP
    Header always set Content-Security-Policy "default-src 
https: data: 'unsafe-inline' 'unsafe-eval'" always; upgrade-
insecure-requests"



HTTP " HTTPS
301



# mod_rewrite syntax
<VirtualHost cert.at:80>
  RewriteRule ^/?(.*) https://%{SERVER_NAME}/$1 [R,L]
</VirtualHost>

# mod_alias syntax

<VirtualHost cert.at:80>
  Redirect permanent / https://%{SERVER_NAME}/
</VirtualHost>

https://linuxtage.at
https://linuxtage.at


ServerTokens Prod[uctOnly]
Server: Apache



nginx 1.10 stable / 1.11 mainline



--with-http_ssl_module



--with-http_v2_module
HTTP/2



server {
  # listen [2001:470:6f:4ca:9a26:fb93:ba1c:e29a]:443 ssl http2 
deferred; # Tux
  listen [2001:470:6f:4ca:9a26:fb93:ba1c:e29a]:443 ssl http2 
accept_filter=dataready; # FreeBSD

  server_name maclemon.at;

  ssl_certificate_key /etc/nginx/certificates/maclemon.at.key;
  ssl_certificate /etc/nginx/certificates/maclemon.at_chained.pem;  

  ssl_protocols TLSv1 TLSv1.1 TLSv1.2;

  ssl_ciphers EDH+CAMELLIA:EDH+aRSA:EECDH+aRSA+AESGCM:EECDH+aRSA
+SHA384:EECDH+aRSA+SHA256:EECDH:
+CAMELLIA256:+AES256:+CAMELLIA128:+AES128:+SSLv3:!aNULL:!eNULL:!
LOW:!3DES:!MD5:!EXP:!PSK:!DSS:!RC4:!SEED:!IDEA:!



  ssl_prefer_server_ciphers on;

  # TLS_DHE_
  ssl_dhparam /etc/nginx/dhparam/dh4096.pem;

  # TLS compression is automatically turned OFF in
  # nginx 1.1.6+/1.0.9+ (if OpenSSL 1.0.0+ used)
  # nginx 1.3.2+/1.2.2+ (if older OpenSSL).
  # spdy_headers_comp 0; # SPDY Header Compression off

  ssl_ecdh_curve          secp384r1;

  # Speed improvements to first byte for smaller files.
  ssl_buffer_size 4k;
}



Security Header



# For HTTPS only

  # HSTS
  add_header strict-transport-security "max-age=31104000; 
includeSubDomains; preload" always;

  # HPKP
  add_header Public-Key-Pins 'max-age=2592000; pin-
sha256="rFfvG6DIxgDwHy4qfCVEnDKoFJ2XG3szxQHeeaRv9g8=";pin-
sha256="gXaQqXAAR+AjznLZGRlBAYOabhv/II5Bc+CL9e7Kpmg=";pin-
sha256="5noWBr53rhdxeVxcQagM3hqYu+Cw0m34VjrBo1Cu5Ag="' always;



# For HTTPS and HTTP

    add_header  X-Frame-Options DENY always;
    add_header  X-Content-Type-Options "nosniff" always;
    add_header  X-XSS-Protection "1; mode=block" always;

# CSP
    add_header Content-Security-Policy "default-src https: data: 
'unsafe-inline' 'unsafe-eval' upgrade-insecure-requests" always;



HTTP " HTTPS
301



server {
    listen [2001:470:6f:4ca:9a26:fb93:ba1c:e29a]:80;
    server_name maclemon.at;
    server_name www.maclemon.at;
    server_name [2001:470:6f:4ca:9a26:fb93:ba1c:e29a];

    return 301 https://maclemon.at$request_uri;
    # return 301 https://$server_name$request_uri;
}

http://www.maclemon.at
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server_tokens off;
Server: nginx



Handlungsbedar  F



A



Fragen?



https://media.ccc.de/c/eh16

https://maclemon.at/talks
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